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= ABSTRACT: The field of data management has been reformed by the Cloud computing technologies which offered
valuable establishments and amended the storage restrictions barriers for its users. In large enterprises the cloud has been
extensively used for implementation due to its benefits. There are still lot of security threats for the data in the cloud. The data
owners suffer from its privacy issues which are considered as one of the major concerns. Data privacy can be secured by
employing some of the existing methods such as Attribute-based Encryption (ABE). Yet, the security issues are prevailing largely
over the cloud. In this research a secured data access control is proposed using the Advanced Encryption Standard (AES)
combined with a weighted attribute-based Encryption (AES-WABE). To encrypt the data, the access control policies are used and
weight is assigned according to its significance of each attribute. The outsourced data is stored by the cloud service provider and
the attribute authority based on the weight that updates the attributes. To minimize the computational overload the data file is
accessed by the receiver corresponding to its weight. The proposed procedure provides resistance for collusion, multiple user
security with control of fine-grained access based on protection, reliability and efficiency. On concerning the data collaboration
and confidentiality, the performance rating is done related with the Cipher-text Policy—Attribute-based Encryption (CP-ABE) and
the hybrid attribute-based encryption (HABE) scheme, access control flexibility, limited decryption, full delegation, verification
and partial signing.
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the sharing and further processing of data [6]. Normally, the
encrypted data from the cloud storage is downloaded by the
data owner in order to re-encrypt them to share the data.
Moreover, the cloud users at some cases act themselves as the
content providers. The data is broadcasted by them on the
cloud servers so as to share and to access those contents the
fine-grained data access control is used. [7-10]. In addition,
the contents of data should be confidentially retained by the
CSP should against the users of the cloud [11].

https://ijeer.forexjournal.co.in/archive/volume-9/ijeer-090305.html

#1. INTRODUCTION

Enormous amount of data can be handled by the storage of
cloud which is considered as a magnificent service having
effective techniques. Personal and business data’s can be
stored using this facility, due to this factor lot of enterprises,
establishments and individual users also use it.

Encryption is a spontaneous way to safeguard the data [12,
13]. The essential utilizations of data are blocked by the old-
style encryption techniques. To obtain the required data a data

The data is uploaded in the cloud by the cloud data provider
which is later used by the user, with the help of server of the

cloud. The multi-regional, multi-domain and extensive data
sharing can be recognized by the cloud storage. The benefits
of cloud storage are required resources, on needed storage,
economical, maintenance is effortless and managing the
storage of the user’s [1, 2]. Even though, there are lot of
advantages in the cloud storage service, the main issue in it is
the security. Different geographically distributed data centers
has access to the stored information in the cloud hence, in
database of the cloud the data of the user will not be under the
user’s control. The cloud user faces privacy and data

user decrypts and downloads all cipher texts from the cloud
server. Apparently, this approach will be led to computation
overhead and unfeasible communication in the cloud
computing environment. An inspiration was gained from the
author Vipul Goyal et al. [14] who proposed a full-blown key-
policy attribute-based encryption scheme (KP-ABE). A wide
range of access structures is allowed by this method and
achieves a flexible and fine-grained data access control using
the attribute-based encryption scheme. In this paper, every
data’s user key is associated with a specific tree-access
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configuration assisting the threshold gates. Using the user key,
the message can be from the final ciphertext if attributes of
cipher text satisfies key’s access structure. The Rivest—
Shamir—Adleman (RSA) algorithm connected with the digital
signature has been examined to the cloud data for purpose of
security which approves the digital message. The attribute-
based signature (ABS) and group signature is joined to
guarantee the consumer anonymity since the attribute
authorities are safeguarded by the private key.

In order to remove the constraints and to protect sensitive data
the cloud protects the personal data in the cloud silently. Using
the fine grained-access control the data encrypted by the
owner of data will be deployed to the cloud. At the time of
collision, the leakage of information might occur between the
user and the cloud, and by using the safety data sheet (SDS)
leakage of data can be stopped. And the data is protected from
vulnerability by employing the similarity index and to support
the query of the neighbor’s and the m-index is encrypted. The
private key of the signer’s is divided into dual types using
policy attribute-based signature (KP-ABS) based on the key.
Other users cannot access the signature.

In this study, besides the data protection stored in the cloud an
Advanced Encryption Standard (AES) is crossed with the
algorithm of (AES-WABE) weighted attribute-based
encryption. For the purpose of encryption WABE is related
with the AES. In AES algorithm Encryption, decryption and
Key generation are confirmed.

The contribution of this study is mentioned below:

« A new data collaboration approach is presented in cloud
computing in which effective key management is done by a
symmetric encryption algorithm which minimizes the
computational overhead.

« For the outsourced encryption and decryption, a verification
method is provided. The user notices the faulty results
returned by the cloud with the support of the verification
algorithm. Hence any device can be used by the user to access
the data anywhere and anytime. The ABE used in the user side
makes the computational cost very low.

» The performance analysis of the proposed scheme
demonstrates that it is largely needed and superior in security
of data.

The remaining part of the paper is designed in the following
way:

After the introduction section, Section 2 discusses the related
works based on secured data privacy and access control
methods in the field of cloud computing. Section 3 briefs about
the Hierarchical Attribute-Based Encryption. Section 4
explains the proposed architecture in depth. The experimental
evaluation of our project is described in the section 5. In
section 6 the conclusion of the paper and future work is
discussed.

#2. LITERATURE SURVEY

International Journal of

Electrical and Electronics Research (IJEER)
Research Article | Volume 9, Issue 3 | Pages 48-56 | e-ISSN: 2347-470X

In the past, several researchers introduced lot of security
frameworks by the integration of digital signature, decryption,
encryption, secured data storage schemes and access control
algorithms confirming secured data communications. Among
them, a discretionary and efficient access control model was
proposed by Elisa et al. [15] in which the temporal intervals
are used for validation. For providing new access the author
also designed an automatic rule-based derivation for the next
users. While comparing with some of the existing schemes this
proposed method was better.

For developing a secure database, the authors Moni and
Avishai [16] proposed a novel signature distribution with
access control approach using quorum systems. A quorum
system is one which has filled-in intersection among each of
two sets. The quorum is used by many applications in the
distributed system. In this study there are access server which
is extremely secured and a compromised data server. The
quorum enabled access server performs the operations such as
revoking and granting of authorization. The digital signature
can be shared among the users in this system due to the
confidentiality property of this system. The original ABE
scheme is the indefinite model of identity-based encryption
(IBE) which was planned by the authors Waters and Sahai
[17]. The application of ABE schemes blocked due to the lack
of expression and error tolerance is the main goal in IBE.

The key-policy attribute-based encryption (KP-ABE) was
proposed by the author Goyal et al. [18] which is considered
as a better attribute-based encryption cryptosystem and this
system deals with the limitations of the IBE scheme. The
author Bethencourt et al. [19] intended encrypting (CP-ABE)
cipher text-policy attribute by merging the cipher texts with
the access policy. On developing the ABE scheme, a chain of
ABE schemes is proposed and such schemes are divided into
KP-ABE and CP-ABE schemes. There will be an additive
increase in the number of attributes in normal ABE scheme
with accordance with the dimension of secret keys and cipher
texts. A huge volume of computation, communication and
storage are required by these schemes. And the decryption and
encryption time is also non negligible.

Therefore, secret keys and constant-size cipher texts
along with ABE scheme has been focused and have been
proposed. The constant size cipher text was authenticated by
some of them (e.g. [20-25]) and the features of constant size
secret keys were attained by the other schemes. A sensitive
CPABE scheme was presented based on [26, 27] with constant
size for both secret keys and cipher texts. In the settings of
attribute based cryptographic, the authors Liang et al [28]
applied the PRE and generated a re-encryption key by
presenting a Ciphertext Policy Attribute Proxy Re-encryption
(CP-ABPRE). Author Kawai [29] proposed a malleable CP-
ABE proxy re-encoding approach by joining the adaptive CP-
ABE together with the method of encryption. Deploying the
generated key of re-encryption to cloud server the cost of
computation at client side is decreased. To deal with the
outsourcing model of re-encoding key generation a first
attempt was made in the PRE setting by the authors. The

Website: www.ijeer.forexjournal.co.in

Secure and Reliable Data sharing scheme using Attribute-based Encryption


https://www.ijeer.forexjournal.co.in/

FOREX

. Publication

Open Access | Rapid and quality publishing

author’s in [30] for outsourcing the data presented the L-PRE
approach which supports the lightweight access control. The
re-encryption task is offloaded by this L-PRE using the proxy.
The re-encryption key size based on the assigned expiry period
was designed as small. Hence, for every re-encryption the key
used for re-encryption has not to be changed compulsorily.
The re-encryption cost is minimized by this scheme when
compared to other PRE methods. The author Li et al. [31]
suggested a framework of novel patient-centric to access the
data and to store personal records information.

Each patient personal health record (PHR) files are of
encrypted form which achieves scalable and clear data, by
ABE techniques the data will be contrasted with respect to the
hiring out of data security. By the multiple security domains,
the key management complexity is degraded due to the
division of PHR system. The break glass and access policies
enable the scalability, security and efficiency. A thorough
survey was presented by the authors Subashini and Kavitha
[32] about the security problems of every models in service
delivery models with the pros and limitations in cloud
computing.

#i3. ATTRIBUTE-BASED ON
HIERARCHICAL ENCRYPTION

By combining the features of the hierarchical identity-based
encryption (HIBE) and the ciphertext-policy-attribute-based
encryption (CP-ABE) hierarchical attribute-based encryption
(HABE) can be developed. This approach has scalability and
supports fine-grained access control moreover vyields the
entrustment among the attribute authorities. This approach
signifies the hierarchical structure of the establishment when
compared with other conventional methods, moreover this
scheme suits for an outsourcing organization.

CP-ABE: This approach is a reversed form of the KP-ABE
scheme which makes the user to clarify the access strategy
upon the entire attributes with the intention of the data
consumer to decrypt the cipher text. As a result, the data
access control and confidentiality can be assured. The steps
involved in this process is stated below

(1) Encrypt (PK, Sa, m): This stage outputs a cipher text CT by
fetching the inputs PK, the descriptive attribute Sa and a
message m.

(2) Decrypt (CT, SK): In this stage the input is CT, which
contains the (S)K user’s secret key and the access tree (T)
merged with Sa, message m is the output. When Sa satisfies T
this stage is fulfilled.

(3) Setup (): Only unstated security parameter is approved in
this stage. The public key PK and the Master key MK are
created at this step.

(4) Keygen (MK, AS): In this step the inputs considered are the
non-monotonic access structure AS and MK and provides the
output as the attribute secret key SK. The cipher text is
combined with CP-ABE’s access image until the pack of
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detailed attributes makes an interpretation for decryption
process as shown above. The decryption key and the cipher
text is changed with the influence of KP-ABE. Moreover, this
system, along with a threshold value provides the monotonic
access form for appropriate attributes. The CP-ABE approach
is effectual in respect of enforcing the access control of the
encrypted data than the approach of KP-ABE. The bounds of
CP-ABE are that it fails Figure 1: The Proposed Framework
(AES-WABE) to fulfil the efficiency and flexible properties of
the provisions in their access control.

HIBE: This approach is the prolongation of IBE. The
primitive 1D (PID) of public keys is used by a private key
generator (PKG) that delivers the private key and referred as
1-HIBE. This approach has heavy key handling which is an
imitation of this scheme. A 2-HIBE approach is used to deal
with this, it has a root PKG and a domain PKG. The domain
PKG generates the domain secret and creates the secret key
which is achieved from the root of private key generator. The
cryptosystem comprises of authority of a root certificate that
allows the certificates of hierarchy. Besides, HABE degrades
the support for multi-valued tasks and cannot capably aid the
compound attributes. A novel AES-WABE method is
presented in this study to deal with this drawback.

=:4. METHODOLOGY PROPOSED

By the proposed AES-WABE approach a protective and
efficient data association is reached. A unique access is used
to deal both the secret and public keys by the existing ABE
methods. In specific situation the attributes the consumers
manage the attributes from multiple authorization of the
attributes and the data holders shares the data of the consumers
and it is controlled by the different authority. To deal with this
problem several attribute-based multi authority access control
structures are proposed. To provide secure data, in this study
the weighing of attributes is given by the AES. Five basic
modules are considered in this system: (a) a cloud server for
storing the data (b); the data holder, who uses an access
control policy for data encoding and uploads it to the cloud;
(c) A weight attribute authority (WAA) based authorization,
this validates and updates the users attributes; (d) the Central
Authority (CA), grants a global user identifier and consumer
public key for every consumers to WAA; and (e) the data
users, as shown in Figure 1. The weighted attributed authority
is combined with the AES which is presented in the Figure 1.

Aut ith AES

Figure 1: The Proposed Framework (AES-WABE)
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The AES used in the proposed approach generates the keys
randomly by encrypting and decrypting the data. Moreover,
for security purposes an image-matching technique is
employed. Later, a weight value is generated by the system for
the users based on its attributes. This scheme is reliable and
secure; while comparing with the conventional methods this
approach is suitable for applications in real-time. Proposed
encryption considers multi authority security, collusion
resistance along with fine-grained access control. Two phases
are available in the proposed method and that includes the
system phase, algorithm phase. In the phase of algorithm, the
system-level operations are defined with the AES algorithm.
In conflict, the foremost operations for example, User
Annulment, System Setup, admitting New User, Creation of
New File, File Access and Deletion are described in the
system level.

4.1 DSTATCOM Allocation and Voltage Profile AES Encryption
AES [33] is the alliance of permutation and substitution which
is according to the substitution-permutation network and it has
high efficiency in the hardware and software. This system
does not use a Feistel network unlike its predecessor DES,
AES. AES is a form of Rijndael which has a key size of 128,
192, or 256 bits and a fixed block size of 128 bits, and
illustrated in Figure 2.

128-bit plaintext
AES

Round keys
(128 bits) ———

v

Pre-round
transformation K, Cipher key
(128, 192, or 256 bits)
Round 1 4[\— g
1 z
E_ Nr | Key size
Round 2 - % 10 128
K, P
. N 12| 192
: 14 | 256
Round N, Relationship between
number of rounds

(slightly different)
1 and cipher key size

128-bit ciphertext

Figure 2: AES Encryption process

For an AES cipher the key size used states the number of
replications of transformation rounds that convert the input,
i.e. the plaintext, into the final output, i.e. the cipher text. The
following are the number of cycles of repetition:

e 14 cycles for 256-bit keys repetition
e 12 cycles for 192-hit keys repetition.
e 10 cycles for 128-bit keys repetition

There are certain processing steps for each round, each has
four similar but dissimilar stages.

To transform the cipher text into a plaintext a pair of reverse
rounds is implemented using the similar key of encryption.
Four types of transformations are used by AES to provide
security they are mentioned below.

e Permutation: This stage does is a transposition in which
each row of the state is shifted to a certain number of steps.
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e Substitution: In this particular stage based on the lookup
table each byte is replaced with another.

e Mixing: This stage functions on the state columns, in each
column four bytes are combined.

o Key-Adding: At this stage, the state unites the partial key
an in every round a sub key is obtained from the main key
by using the schedule of Rijndael's key; the sub key size is
similar to that of the state. On combining the bytes of the
state with the sub key it uses the bitwise XOR operator.
The AES Encryption/ Decryption algorithm is mentioned
below.

Algorithm for Encryption of AES

Cipher ((byte out [4*Nb]), (word
W [Nb*(Nr+1)]), (byte in [4*Nb]))
Start
Byte condition ([ Nb,4])
condition = in
AddingRoundKey ((w [0, Nb-1]), condition)
For round =1 from step 1 to Nr-1
(condition) Shift Rows
(condition) Sub Bytes
(condition)Mix Columns
(condition)Adding RoundKey ,
W (([(round+1)*Nb-1]), (round*Nb))
End for
(condition)Shift Rows
(condition)Sub Bytes
AddingRoundKey ((w, condition [Nr*Nb),
(Nr+1)*Nb-1]))
condition = Out

Quit
Algorithm for Decryption of AES

InverseCipher ((byte out [4*Nb]), (word
W [Nb*(Nr+1)]),(byte in [4*Nb]))
Start

Byte condition [ Nb,4]

In= condition

AddingRoundKey ((w [Nr*Nb),

(Nr+1)*Nb-11))

For round = Nr-1 step -1 down to 1
(condition) InverseShiftRows
(condition)Adding RoundKey ((W [round*

NDb), (condition), ((round+1)*Nb-1]))
(condition)InverseMixColumns

End for

InverseShiftRows (condition)

InverseSubBytes (condition)

AddingRoundKey ((condition), (w [0, Nb-1]))

Out = condition

Quit
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4.2. Process in System Level
This process is defined below:

(1) System Setup: The algorithm for global setup is processed
by the challenger to attain the global public parameters. A
security parameter is chosen by the data holder which yields
the secret key SK by giving a request message to the interface
of the phase setup of the algorithm.

The Central authority (CA) receives every SK component that
is cyphered by the data holder and encrypted module once it is
sent.

Despite, the holder’s signature is authenticated by the CA.
Moreover, if it’s correct the CA uses the systems public and
master key which provides secret and public keys for a new
consumer. The attributes weight is determined by the WAA in
the organization domain.

(2) Key Generation: CA allots an uncommon user 1D while the
system is connected with the new user.

Conversely, the consumer of the attribute set is cyphered and
sends it to the WAA. The consumer’s signature is
authenticated by the attribute authority.

If it is true, WAA creates the weight for the new consumer and
the equivalent attribute secret keys. Next, the WAA and CA,
separately, transfer the attribute secret key and the consumer’s
system secret key to the new consumer.

Ongoing with the setup of the central authority and the relating
keys algorithm the challenger prevails and issues the hackers
public keys.

(3) Encryption: Prior posting the data file by the data holder,
for encoding the data an uncommon ID is used to log in and
employing for symmetric data file key of encryption. For
respective data files and users, the “weighted threshold access
structure” (W) is defined by the data holder and the usage of
W data is encrypted as shown in Figure 3.

This section presents and discusses the simulation results for
optimal DSTATCOM position and size, power loss reduction, and
enhancement of voltage profile. Cost-benefit analysis and
evaluation of the results obtained are also presented.

D

key
L - Weight An_-nbute Weighted &
Authority encrypred key
o
G
I
N
Upload
file AES Encrypted file
I

T

Figure 3: Process of encryption on the owner side data
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(4) Decryption: The data is downloaded by the consumer from
the cloud, and then decrypted the information using the
decryption algorithm. Suppose the attributed secret key of the
data consumer is approved, then the system grants different
weights as per their level.

—

Central Authority

Plain key

Autenticate
key

Decrypted
file AES

Encrypted file

g —
Figure 4: Decryption process of the data user side

Then, with respect to W the user decrypts the respective data
file. If the user is invalidated the user fails for data file
decryption, as shown in Figure 4.

5 RESULTS AND ANALYSIS OF THE
EXPERIMENT

The experiment results and analysis for performance
evaluation is present in this section. This work is done using
the language Java with 8GB RAM (Random access memory)
and Intel core i3 processor. The cost of computation is
calculated for encryption and decryption. Even though these
systems achieve the access control of encrypted data in the
cloud network it provides security of data. The existing
methods CP-ABE [34] and HABE [35] are compared with the
data collaboration schemes of the proposed approach. The
proposed approach attains full delegation and partial signing
with less workload (WAA and data user) and in a large-scale
consumer this achieves the lightweight key management. The
AES approach employed in this study encrypts and decrypts
many input files of dissimilar sizes (in kB) and also does
weight generation and Key generation. Mainly for security
function this AES algorithm. This algorithm does the
encryption and decryption process with very less execution
time. Table 1 illustrates the final results of the approach of
proposed system.

“Table 1. Experimental outcomes of throughput,
encryption/decryption and execution time for AES-WABE

Input | Size of | Encryption | Decryption | Throughput
data | the File | Time Time
(GB)
lh 1 120 115 0.00850
I2 2 235 226 0.00870
I3 3 344 600 0.00876
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Time of Encryption:; The time of Encryption is stated as the
required time for data encryption. It is used to validate the
system speed and to assess the throughput of an encryption
approach. The encryption time is the time required to create
ciphertext from plaintext. Figure 5 illustrates the encryption
time.

400 T
I ~ES-WABE
I HABE PRI
350 [ | ) cp-aBE
300
. 250 R
Q
@D
2]
“G‘J’ 200
E
= 150
100
50
o
1 2 3
File Size (GB)
Figure 5: The Encryption time of the proposed compared with the
existing

Decryption time: The decryption is the converse process of
encryption process. The time taken to yield a plaintext from a
cipher text is termed as the decryption time. Figure 6
illustrates the decryption time of the proposed compared with
the conventional methods.

700

I -Es-wWABE
[ HABE PRI
600 [ | I cP-ABE

500

200 F

100

1 2 3

File Size (GB)
Figure 6: The decryption time of the proposed method compared
with the existing methods

Throughput: Throughput is defined as the ratio of the file of
data which is encrypted based on the encryption time. The
proposed approach achieves high throughput as per the
Figure7.

Size of the file (Kb)

Throughpur = - -
Encrvption Time (1)
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Throughput

File Size (GB)

Figure 7: Throughput Comparison of CPABE, HABE and AES-
WABE

Secret key analysis Rate: In Figure 8, an analysis of the
overhead storage and the cost of computation of secret key is
done and plotted. The total number of weighted attributes and
the storage overhead or time cost is represented in the X and Y
axis.

—#— CP-ABE
—#— HABE
r | —%— AES-WABE

o

w - o
T T T

User Key Generation Time (s)

0 10 20 30 40 50 60
Count of Weighted Attributes

—®— CP-ABE
| —e—rHreE
—@— AES-WABE

Storage Cost of Secret Key (KB)

0 10 20 30 40 50 60
Count of Weighted Attributes

Figure 8: Cost generation of User secret key: 1, and cost analysis of
time 2 storage analysis.

Cipher text analysis cost: Figure 9 illustrates the cost of
computation and storage elevation of data encryption. X and Y
axis denotes the number of weighted attributes and the time
cost or storage overhead of data encryption.
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Figure 9: Cipher text cost. (a) Analysis of Storage cost; (b) Analysis
of Time cost

5.1. Security Analysis

The proposed AES-WABE technique encrypts shared data.
The protective features of the proposed scheme are analysed as
follows:

5.1.1 Fine-Grained Access control

This scheme provides flexible differential access policies for
individual data. The AES-WABE scheme is used to implement
this kind of access control. In the encryption phase of the
proposed scheme, a flexible and expressive access policy is
enforced by the data owner and to encrypt the data the
symmetric key is used. The defined access policy in tree
undergoes with the access critical operations, i.e. AND and
OR gate, which represents any preferred access conditions.

5.1.2 Data confidentiality

Access policy is used for encryption, which guarantees data
confidentiality against the users which fulfil the access policy
without maintaining the attributes set. In a ciphertext, the
access policy cannot be satisfied by the set of attributes during
the decryption phase, the value A = e (h, h)gt cannot be
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recovered to attain the anticipated value of the global key
(GK). Thus, the user decrypts cipher text with reasonable
attributes that satisfy the policy of accessing. CK is a random
symmetric key which encrypts the data, it is secured by AES-
WABE. Since the AES-WABE and the symmetric encryption
scheme are secure, the outsourced data’s confidentiality is
assured against illicit users.

i 6. CONCLUSION AND FUTURE
SUGGESTION

User authentication and Data security in the environment of
the cloud are the challenging issues. In this study an access
control scheme is proposed which is very efficient and
scalable. This study employs an AES Hybridised weight
attribute-based encryption mechanism which provides data
security. To transmit data securely AES does the encryption
and decryption process. When a request is made by the
authenticated user, the consumer based on its weight receives
the corresponding files in an encrypted format. The generated
key with the AES algorithm is used to decrypt the data by the
data consumer. The experimental outcomes reveal that the
proposed approach is proficient based on efficiency and
reliability. In future this work can be extended by providing
protection-saving property and quality-based encryption and
re-encryption. These are the aspects wherein one can employ
miscellaneous methods to achieve information-sharing.
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