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ABSTRACT- Ensuring the reliable and energy efficient data routing in Wireless Sensor Networks (WSNs) is still remains one 

of the challenging and demanding tasks due to its dynamic architecture. For this purpose, the different types of routing 

methodologies and security schemes have been developed in the conventional works. However, it faced the problems related to 

increased network overhead, high cost consumption, reduced Quality of Service (QoS), and inefficient bandwidth utilization. The 

main contribution of this work is to implement an optimization based secured routing methodology for establishing an energy 

efficient data communication in WSNs. For clustering the nodes, the parameters such as residual energy, trust score, and mobility 

have been considered, which also helps to simplify the networking operations. Moreover, the outliers in the network are detected 

with the help of Spatial Temporal Fuzzy Inference System technique, which generates the set of inference rules based on the 

distance, energy, and mobility measures. Also, the Crow-Whale Optimized Secured Robin Routing (CWOSRR) is used to enable 

the data transmission in the network through the optimized path, which avoids the loss of information. During the simulation 

analysis, the results of the proposed technique is validated and compared by using various performance measures. 
 

Keywords: Wireless Sensor Networks (WSNs), Clustering, Spatial Temporal Fuzzy Inference System (SRFIS), Crow-Whale 

Optimized Secured Robin Routing (CWOSRR), Outlier Detection, and Energy Efficient Data Transmission. 

  

 

░ 1. INTRODUCTION   
Wireless Sensor Networks (WSNs) [1, 2] have gained 

significant attention in the present days, due to their benefits of 

ubiquitous devices, topology, scalability, and controlling 

sensors. Also, the WSN has been increasingly used in different 

types of applications systems such as surveillance of 

monitoring, military applications, medical applications, 

agricultuure, and etc [3-5]. But, ensuring the reliable and energy 

effiicent data routing in WSN is still remains one of the complex 

and challenging tasks. Here, the routing protocols play an 

essential role in determining the performance of network, 

because which helps to transmite the packets from the source to 

the desired destination. The different types of routing protocols 

used in WSNs are as follows: the protocols based on the 

network structure, path establishment, protocol operation, and 

next hop selection.  
 

Also, an energy is one of the most important and essential factor 

need to be satisfied in the network. Normally, the sensor nodes 

consume more energy for performing the networking operations 

like transmission, reception, forwarding, sensing, and etc. The 

increased energy consumption reduces the lifetime of both 

sensor nodes and network, hence it must be improved for 

guaranteeing the improved performance of network. Moreover, 

the WSN is highly susceptible to outliers or malicious nodes, 

which objects to interrupt the normal operations of network by 

performing the attacking activities. So, an establishment of 

optimal routing with ensured security is one of the challenging 

and demanding task, because which determines the entire 

performance of networking system. For this purpose, there are 

many research works [6-8] have been carried out with the focus 

on optimal path selection and secured routing in WSN. Still, it 

faces the major challenges of high network overhead, increased 

loss of packets, reduced reliability in routing, and lack of 

security [9-11]. In order to solve these problems, the proposed 

research work intends to develop the novel mechanisms for 

establishing an optimal and secured routing in the network. The 

major objectives of this work are as follows: 
 

 To simplify the networking operations with increased Quality 

of Service (QoS) performance, the node clustering is 
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performed by grouping the ndoes based on the residual 

energy, distance, mobility, and trust score measures. 

 To detect the outliers for enabling the reliable and secured 

data transmission in the network, the Spatial Temporal Fuzzy 

Inference System (SRFIS) technique is deployed. 

 To select the optimal routing paths based on the factors of 

energy, trust score, and authentication score, an integrated 

Crow-Whale Optimized Secured Robin Routing (CWOSRR) 

technique is implemented. 

 To ensure the successful and valid data communication in the 

network by developing a secured optimization based routing 

scheme.  

 To simulate and compare the results of proposed SRFIS- 

CWOSRR technique, various evaluation measures such as 

delay, residual energy, packet loss rate, delivery ratio, 

number of alive nodes, and network lifetime are considered 

during performance analysis. 
 

░ 2. RELATED WORKS 
This section discusses about some of the recent state-of-the-art 

energy efficient routing algorithms, protocols, and optimization 

methodologies used for improving the QoS of WSN. Vinitha 

and Rukmini [12] deployed a taylor based hybrid optimization 

technique for enabling a secure data routing in WSNs. The main 

purpose of this work was to perform the multi-hop routing in 

the network by using an energy efficient clustering technique. 

The optimization technique was used for optimally select the 

hops based on the parameters of direct trust, indirect trust, 

forwarding rate, and integrity factor. Here, the standard LEACH 

protocol was also used to increase the energy efficiency of 

network. The multi-hop routing methodology was used to 

establish an efficient data transmission by grouping the nodes 

in the form of clusters. Yet, this work limits with the major 

problems increased loss of data packets, traffic rate, and 

minimal count of alive nodes. Wohme, et al [13] investigated 

about the performance and effectiveness of various optimized 

clustering algorithms used for increasing the security of WSNs. 

Similarly, it includes the optimized clustering techniques based 

on the concepts of fuzzy logic, Genetic Algorithm (GA), Neural 

Network (NN), reinforcement learning, and swarm intelligence 

methodologies. Vijayalakshmi, et al [14] deployed a Tabu 

Particle Swarm Optimization (TPSO) technique for selecting 

the CHs to improve the energy efficiency of WSNs. The main 

purpose of this work was to minimize the average packet loss 

and delay of networks by using the meta-heuristic optimization 

technique. However, it requires increased time consumption for 

data transmission and, requires more cost for processing, which 

degrades the performance of entire network. Singh, et al [15] 

employed a Genetic Algorithm (GA) based mobile sinking 

technique for determining the optimal paths to enable the data 

transmission. The different types of QoS parameters highly 

concentrated on this work were network lifetime, residual 

energy, throughput, and delay. It mainly objects to minimize the 

time complexity and, increase the lifetime of network. Qureshi, 

et al [16] introduced a Gateway Clustering Energy Efficient 

Centroid (GCEEC) based routing protocol to avoid the data 

transmission failure by optimally selecting the CH. In addition 

to that, it utilizes an efficient communication channel for 

enabling the reliable and valid data transmission.  

 Elhabyan, et al [17] used a Pareto optimization 

methodology incorporated with the Multi-Objective 

Evolutionary Algorithms (MOEA) for enabling the reliable, 

scalable, and energy efficient routing in WSN. In addition to 

that, the sleep scheduling mechanism was utilized to ensure the 

increased data delivery and reliability in WSN. Yet, it has the 

problems of increased loss of data packets, reduced life span, 

and high time consumption. Reddy, et al [18] deployed a 

Merged Glowworm Optimization technique incorporated with 

ACO for improving the energy efficiency of networks. The key 

benefit of using this integrated technique is minimized time 

complexity and better convergent rate. Visu, et al [19] utilized 

a bio-inspired optimization algorithm, named as, Dual Cluster 

Head - Krill Herd Optimization (DC-KHO) technique for 

randomly selects the path for ensuring the reliable data 

transmission. The main purpose of this work was to minimize 

the communication cost and ensuring the energy efficiency of 

network.  

Singh, et al [20] investigated about the performance of various 

multi-objective optimization techniques used in WSNs. Here, it 

was indicated that the multi-objective optimization techniques 

[21-23] have been used to increase the network lifetime, 

coverage, reduce the transmission delay, and packet loss rate. 

Prashanth, et al [24] utilized a novel multi-objective 

optimization methodology for increasing the QoS of WSN-IoT 

networks. Here, the optimal solution was used to cover the 

target objects with reduced energy consumption. Raychaudari, 

et al [25] examined the different types of bio-inspired 

optimization techniques used for improving the performance of 

WSNs. From the literature review, it is analyzed that the 

existing works limit with the following problems: Reduced 

delivery rate, minimal network lifespan and low count of alive 

nodes, routing overhead, increased time consumption, and 

count of dead nodes, and lack of security. Hence, it is more 

essential to develop an efficient and secured routing 

methodology for improving the QoS of WSNs. For this purpose, 

the proposed work objects to implement a new clustering based 

optimization system for enabling the trusted and reliable data 

transmission. 

░ 3. RESEARCH METHODOLOGY 
This section presents the complete description about the 

proposed methodology used for ensuring the data security, 

optimal routing and reliable packet transmission of networks. 

The novel contribution of this work is to develop a clustering 

based hybrid optimization methodology for optimally selecting 

the path to enable the data transmission in WSN. In this system, 

the networking environment is constructed with the set of 

sensor nodes with the properties of speed, energy level, 

bandwidth, and etc. After that, the nodes are grouped into the 

form of clusters, where the Cluster Head (CH) is selected from 

group of cluster for avoiding the loss of information. Also, the 

Spatial Temporal Fuzzy Inference System (SR-FIS) is designed 

for decision management, which also used to detect the 

malicious nodes in the network based on the behavior analysis 

model. Here, the Crow-Whale Optimized Secured Robin 

Routing (CWO-SRR) scheme is developed for optimally 

selecting the routing paths.  
 

3.1   Cluster Formation 

After constructing the network, the nodes having minimum 

distance value are grouped to form the clusters, which 

https://www.ijeer.forexjournal.co.in/
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comprises the modules of cluster formation, CH selection, and 

maintenance. Here, the clustering is mainly used to group the 

nodes into the form of clusters, which helps to save the energy 

during data transmission. Also, the clustering improves the QoS 

of network with reduced loss of information and energy 

consumption. For this purpose, an energy efficient clustering 

mechanism is implemented in the proposed work. In this 

environment, each and every node participated in the 

communication is assigned with the unique node number, which 

is used to identify the nodes for the sub-sequential data 

communications and transmissions. During the cluster 

formation, the Euclidean distance between the nodes is 

estimated for identifying the minimum distance nodes. Here, 

the main purpose of clustering is to simplify the networking 

operations with ensured QoS performance. The performance of 

entire networking system is highly depends on the cluster 

formation and CH selection.  

 

 
 

Fig 1. Working flow of the proposed optimized secure routing system 
 

3.2 Spatial Temporal Fuzzy Inference System 

(SR-FIS) 

Here, the main purpose of implementing the SRFIS technique 

is protect the network against the outliers, which helps to ensure 

the security by detecting the outliers before enabling the data 

transmission. The improved performance and QoS of network 

are entirely depends on its security, because the lack or loss of 

data packets can degrade the overall system. Also, ensuring the 

security of network is also one of the important concern in 

recent days, due to the rapid growth of information 

technologies. Therefore, the proposed work intends to deploy a 

SRFIS technique for detecting outliers in the network. 
Typically, the outliers are considered as the kind of malicious 

nodes that targets to degrade the normal operations of network 

by interrupting the communication. Hence, this kind of nodes 

should be identified and removed from the network for ensuring 

the reliable and valid data transmission and communication. 

Moreover, the outliers are detected from the network based on 

the properties of energy, packet drop, and delay. The proposed 

intends to deploy a new algorithm for accurately identifying the 

outliers from the network before establishing the data 

transmission. For this purpose, the Spatial Temporal Fuzzy 

Inference System (SR-FIS) technique is implemented, where 

the weight values are assigned based on the level of security and 

distance value. During this process, the euclidean distance is 

computed between the communicating nodes. The re-clustering 

is performed after forming the clusters for listing the outlier 

nodes, where the not-trusted and not-authenticated nodes are 

properly located based on the fuzzy rules.  
 

In this stage, the weight value is assigned to each node in the 

cluster based on the parameters of initial distance D, Energy 

Consumption EC, and Mobility MO. Then, the trust value is 

computed for determining the security level of nodes, where the 

authentication score is also computed according to the trust 

level. Here, the fit factor is used to compute the fit factor for 

choosing the trusted/secured nodes to enable the 

communication. The main purpose of trust computation is to 

ensure the data integrity, confidentiality, and validness by 

selecting the trusted to establish the reliable transmission. 

Typically, the fit factor is considered as one of the most 

essential parameter mainly used to compute the energy and trust 

of nodes exist in the network, where the nodes having maximum 

trust score and energy level are treated as the secured nodes. 

The fit factor 𝐹𝐹 is calculated as follows: 

 

𝐹𝐹 =
1

2
× [𝐸𝐿𝑁 +

1

𝑁
× ∑ 𝑇𝑟𝑖𝑗

𝑁
𝑗=1,
𝑖∈𝑗

]           (1) 

 

Where, 𝐸𝐿𝑁 indicates the energy level of node, 𝑁 is the total 

number of nodes exist in the network, and 𝑇𝑟𝑖𝑗 denotes the trust 

value of node. Consequently, the trust and energy level of nodes 

are estimated by using the following model: 

 

𝑁𝑇𝑖𝑗 = 𝑁𝑇𝑖,𝑗
𝑑𝑖 + 𝑁𝑇𝑖,𝑗

𝑖𝑑 + 𝑁𝑇𝑖,𝑗
𝑟 + 𝑁𝑇𝑖,𝑗

𝑏                         (2) 

 

Where, 𝑁𝑇𝑖𝑗  is the node trust, di indicates the direct trust value, 

𝑖𝑑 denotes the indirect trust value, 𝑟 is the recent trust value, 

and 𝑏 indicates the transmitted bytes. The direct trust is 

estimated for improving the nodal trust, and its value is highly 

depends on the definite and expected time of computation. It is 

computed as follows: 
 

𝑁𝑇𝑖,𝑗
𝑑𝑖(𝑡𝑖𝑚𝑒) =

1

3
[𝑁𝑇𝑖,𝑗

𝑑𝑖(𝑡𝑖𝑚𝑒 − 1) − [
𝐴𝑘−𝐸𝑥𝑘

𝐴𝑘
] + 𝜑]          (3) 

 

Where, 𝐴𝑘 is the approximate time for transmitting the key, 𝐸𝑘 

denotes the expected amount of time for obtaining the key, and 

𝜑 indicates the witness factor? Similarly. The indirect trust is 

also estimated as shown in below: 

 

𝑁𝑇𝑖,𝑗
𝑖𝑑(𝑡𝑖𝑚𝑒) =

1

𝑁
∑ 𝑁𝑇𝑖,𝑠

𝑖𝑑(𝑠)𝑁
𝑖=1                   
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The indirect trust is mainly estimated to validate the trust 

worthiness of the nodes, where the node receives the key for 

authentication. Consequently, the recent trust is estimated 

according to the regression rate of both direct and indirect trust 

of nodes in the network. The authenticity of node is also 

computed based on the function of time as shown in below: 
 

𝑁𝑇𝑖,𝑗
𝑟 (𝑡𝑖𝑚𝑒) = 𝜌 × 𝑁𝑇𝑖,𝑗

𝑑𝑖(𝑡𝑖𝑚𝑒) + (1 − 𝜌) × 𝑁𝑇𝑖,𝑗
𝑖𝑛(𝑡𝑖𝑚𝑒)  (4) 

 

Where, 𝜌 indicates the constant value. In addition to that, the 

trust is estimated according to the total number of data bytes 

transmitted from the source to destination as represented below: 
 

𝑁𝑇𝑖,𝑗
𝛿 =

1

2
× [

𝛿𝑖,𝑗
𝑖

𝐷𝑃𝐿
+

𝛿𝑖,𝑗
𝑗

𝐷𝑃𝐿
]             (5) 

 

Where, 𝛿𝑖,𝑗
𝑖  indicates the amount of data bytes transmitted from 

the source to desired destination, 𝛿𝑖,𝑗
𝑗

 denotes the actual amount 

of data bytes received by the destination from the source, and 

𝐷𝑃𝐿  is the data packet limit. After computing the trust, the 

energy level of all nodes is computed for extending the lifespan 

of network. Typically, the entire lifetime and performance of 

network is highly depends on the energy of nodes, hence it must 

be properly controlled for ensuring the reliability of network. 

Let, consider that the energy level of node is 𝐸𝑔0 at the initial 

data transmission/communication. Once the destination node 

receives the data sent by the source, there may be an energy loss, 

because which is highly depends on the distance between the 

nodes. Here, the energy dissipation factor is estimated for 

determining the energy level of node after data 

transmission/reception as shown in below: 
 

휀𝑆(1, 𝑑𝑥) = {
1휀𝑒𝑙 + 1휀𝑎𝑓𝑑𝑥

2    𝑓𝑜𝑟 𝑑𝑥 < 𝑑𝑥0

1휀𝑒𝑙 + 1휀𝑎𝑚𝑑𝑥
4    𝑓𝑜𝑟 𝑑𝑥 < 𝑑𝑥0

          (6) 

 

𝑑𝑥0 = √휀𝑎𝑓/휀𝑎𝑚              (7) 
 

Where, 휀𝑒𝑙 indicates the electrical energy, 휀𝑎𝑓 denotes the 

amplifier energy in free space, and 휀𝑎𝑚 is the amplifier energy 

in multipath. After evaluating the trust and energy level of node, 

the authentication is performed for determining that whether the 

node can be participated in the communication or not. Here, the 

authentication is verified based on the identity of node as shown 

in below: 
 

𝐼𝑑𝑁  (𝑖) =

𝑁𝑜𝑑𝑒 𝐼𝑑𝑁(𝑖)||𝐼𝑃 𝑎𝑑𝑑𝑟𝑒𝑠𝑠(𝑖)|| 𝐶𝑙𝑢𝑠𝑡𝑒𝑟 𝑚𝑒𝑚𝑏𝑒𝑟 𝐼𝑑𝑁(𝑖)  (8) 
 

Where, 𝐼𝑑𝑁 indicates the identity of node. Based on the level of 

energy, and trust, the secured nodes are selected for enabling 

the data transmission. 

3.3 Crow-Whale Optimized Secured Robin 

Routing (CWO-SRR)  
After authenticating the nodes, the optimized routing path is 

selected for establishing the communication between the source 

and destination nodes with ensured reliability. In this work, the 

optimized paths are selected based on the best fitness function 

estimated by using an integrated Crow-Whale Optimization 

(CWO) mechanism. Here, the randomly generated routings are 

optimized for according to the objective function estimated by 

using the fit factor of sensor nodes in the network. In a multicast 

routing environment, there are multiple destinations can receive 

the data from the single source through some intermediate 

communication nodes. The solution vector is estimated to 

enable the multicast routing in the network based on the fit 

factor. In this model, the objective function is computed based 

on the level of energy and trust as shown in below: 
 

𝑂𝑏𝑗 =  ∑ ∑ 𝐹𝑖𝑗

|𝑁𝐷𝑆𝑖𝑗|

𝑗=1

𝑁𝐷𝑆
𝑖=1             (9) 

 

Where, 𝑁𝐷𝑆 indicates the dimension, 𝑁𝐷𝑆𝑖𝑗 denotes the number 

of intermediate nodes between the source and destination, and 

𝐹𝑖𝑗 indicates the fitness function.  In this work, the main purpose 

of using the CWO technique is to enable the multicast routing 

by optimally selecting the routes. Also, the CWO technique has 

an increased ability to balance the properties of intensification 

and diversification by determining the awareness probability. 

The CWO technique has an increased ability to balance the 

properties of intensification and diversification by determining 

the awareness probability. Moreover, this technique 

incorporates the benefits of both Crow Search (CS) and Whale 

Optimization (WO) methods for enabling the data transmission 

with reduced computational cost. In this technique, P number 

of crows are initialized in the searching space with its 

appropriate positions represented as 𝐻𝑘 , where (1 ≤ 𝑘 ≤ 𝑘). 

Then, its solution matrix is constructed as follows: 
 

𝐻 =

[
 
 
 
 
𝐻1

1 𝐻2
1 … 𝐻𝑥

1

𝐻1
2 𝐻2

2 … 𝐻𝑥
2

: : : :

: : : :

𝐻1
𝑘 𝐻2

𝑘 … 𝐻𝑥
𝑘]
 
 
 
 

           (10) 

 

Then, the crows are update their positions on the memory as 

represented below: 
 

𝑉 =

[
 
 
 
 
𝑉1

1 𝑉2
1 … 𝑉𝑥

1

𝑉1
2 𝑉2

2 … 𝑉𝑥
2

: : : :

: : : :

𝑉1
𝑘 𝑉2

𝑘 … 𝑉𝑥
𝑘]
 
 
 
 

           (11) 

 

Consequently, the update function is estimated to identify the 

crow in the searching space as shown in below: 
 

𝐻𝑘,𝜗+1 = 𝐻𝑘,𝜗 + 𝑅𝑁 × 𝐹𝐿𝑘,𝜗 × (𝑉𝑐,𝜗 − |𝐻𝑘,𝜗)        (12) 
 

Where, 𝐻𝑘,𝜗+1 represents the position of crow k at time 𝜗 + 1, 

RN denotes the random number ranging from 0 to 1, 𝐹𝐿𝑘,𝜗 is 

the flight of length, and 𝑉𝑐,𝜗 indicates the position of crow. 

Here, the CS algorithm is modified with the WO as represented 

below: 
 

𝐻𝑘,𝜗+1 = 𝑉𝑐,𝜗 −𝐶𝑉⃗⃗⃗⃗  ⃗ ∙𝐶𝑀⃗⃗⃗⃗ ⃗⃗  ; 𝛼 < 0.5         (13) 
 

Where, 𝛼 is the random probability, 𝐶𝑉⃗⃗⃗⃗  ⃗ and 𝐶𝑀⃗⃗⃗⃗ ⃗⃗  are the 

coefficient vectors.  
 

𝐻𝑘,𝜗+1 =
𝐶𝑉⃗⃗⃗⃗  ⃗

𝐶𝑉⃗⃗⃗⃗  ⃗−1−𝑟1×𝑆𝑘,𝜗 {𝑟1 × 𝑆𝑘,𝜗 × 𝑉𝑘,𝜗} +
(1−𝑟1×𝑆𝑘,𝜗)

𝐶𝑉⃗⃗⃗⃗  ⃗
[𝐶𝑉⃗⃗⃗⃗  ⃗∙

𝐶𝑀⃗⃗⃗⃗ ⃗⃗ ∙ 𝑉𝑐,𝜗 − 𝑉𝑐,𝜗]            (14) 
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According to the feasibility of crow, the objective function is 

estimated as shown in below: 
 

𝑉𝑐,𝜗+1 = {
𝐻𝑘,𝜗+1 𝑓𝑖𝑡 (𝐻𝑘,𝜗+1) > 𝑓𝑖𝑡(𝑉𝑘,𝜗)

𝑉𝑘,𝜗 𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
        (15) 

 

Where, 𝑓𝑖𝑡 (𝐻𝑘,𝜗+1) indicates the fitness of solution at 

time 𝜗 + 1. The obtained solutions are repeated until reaching 

the maximum number of iterations. Based on this process, the 

best optimal solution is obtained for enabling the data routing 

in WSN with ensured reliability and scalability. After 

estimating the best optimal solution, the routing path between 

the source and destination nodes is constructed to enable the 

data transmission. The primary advantages of using CWO-SRR 

technique are increased convergence rate, optimized 

performance, reaches the best solution with reduced number of 

iterations, and minimal processing time. 
 

░ 4. RESULTS AND DISCUSSION 
This section presents the simulation and comparative analysis 

of conventional and proposed optimization based routing 

methods, where the results are evaluated and compared by using 

various performance measures. Figure 2 compares the existing 

and proposed routing techniques based on the number of alive 

nodes in the network with respect to the simulation round. For 

this analysis, the conventional SeLeach, and tree based logic 

routing methodologies are considered.  
 

 
 

Fig 2. Number of alive nodes Vs Simulation round 
 

Typically, the lifetime of network is highly depends on the 

number of alive nodes, which are defined as the sensor nodes 

that could be active after executing the maximum number of 

simulation rounds. The increased number of alive nodes ensure 

the improved system performance and network lifespan. 

According to this evaluation, it is identified that the proposed 

SRFIS- CWOSRR technique outperforms the other approaches 

with increased number of alive nodes. Due to optimized routing 

process, the energy efficiency of the sensor nodes could be 

highly increased, hence the count of alive nodes of proposed 

system are greater than the existing techniques [26]. Figure 3 

validates the number of alive nodes exist in the network for both 

existing [27] and proposed routing strategies with respect to 

varying number of rounds. For this analysis, some other recent 

state-of-the-art approaches are considered to validate the 

effectiveness and performance of the proposed routing 

methodology. Consequently, the average energy consumption 

of the conventional and proposed routing methodologies are 

validated and compared in figure 4. The energy consumption of 

network is defined based on the amount of energy consumed by 

the communicating nodes, and increased level of energy 

consumption reduces the lifetime of both nodes and network. 

Hence, it should be minimized by enabling the proper routing 

for data transmission and communication. Based on the 

obtained results, it is stated that the average energy consumption 

of the proposed SRFIS- CWOSRR approach is efficiently 

reduced, when compared to the other techniques. 
 

 
Fig 3. Number of alive nodes 

 

 
Fig 4. Average energy consumption 

 

Figure 5 validates the network delay of existing [28] and 

proposed routing methodologies with respect to varying number 

of nodes in the network. It is also defined as the latency of 

network, which is estimated based on the amount of time taken 

by a data packet to reach the destination from the source. The 

SRFIS- CWOSRR technique provides the reduced network 

delay, when compared to the other existing approaches. Figure 

6 compares the packet drop ratio of existing and proposed 

routing methodologies with respect to varying rounds of 

operations. 
 

 
 

Fig 5. Network delay 
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Fig 7. Packet drop ratio 

 

 
 

Fig 8. Average residual energy analysis 
 

This analysis also depicts that the proposed SRFIS- CWOSRR 

technique could efficiently reduce the packet drop ratio by 

enabling the reliable and succesful data transmission in the 

network. Consequently, figure 7 validates the average residual 

analysis of both existing [29] and proposed techniques with 

respect to varying rounds of operations. The average delay is 

also estimated for both existing and proposed routing methods 

with respect to different number of nodes. These evaluations 

indicate that the proposed SRFIS- CWOSRR outperforms the 

other approaches with increased average residual energy and 

reduced delay of network. By using the optimal solution, the an 

energy efficeint data routing is established in the network, 

which supports to reduce the packet drop ratio as well as 

average residual energy. 
 

░ 5. CONCLUSION 
The main purpose of this work is to develop an energy efficient 

and secured optimization based routing scheme for ensuring the 

reliable and valid data transmission in WSNs. For this purpose, 

an advanced and integrated soft-computing methodologies are 

implemented in this work. Here, the main purpose of clustering 

is to simplify the networking operations with ensured QoS 

performance. Then, the SRFIS technique is implemented 

protect the network against the outliers, which helps to ensure 

the security by detecting the outliers before enabling the data 

transmission. During optimization, the weight values are 

estimated corresponding to the factors of security and distance 

value. Moreover, the euclidean distance is computed between 

the communicating nodes, where the set of fuzzy inference rules 

are generated for detecting outliers based on the parameters of 

distance, energy, and mobility. Then, the optimized routings 

paths are selected based on the best fitness function estimated 

by using an integrated Crow-Whale Optimization (CWO) 

mechanism. It is used for establishing the communication 

between the source and destination nodes with ensured 

reliability. During evaluation, the simulation and comparative 

analysis have been performed for validating the performance 

and effectiveness of the proposed scheme. Based on the 

evaluation, it is analyzed that the SRFIS- CWOSRR technique 

outperforms the other approaches with increased number of 

alive nodes, residual energy, packet delivery ratio, reduced 

latency, packet loss rate, and minimized network lifetime. In 

future, this work can be extended by implementing a new 

optimization and machine learning methodologies for ensuring 

the security of an integrated WSN-IoT systems. In addition, a 

new protocol can be developed for establishing the reliable and 

secured data transmission in an integrated network.  
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