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░ ABSTRACT- Wireless sensor networks are specialized networks, geographically dispersed monitors that keep track of 

environmental external factors and conduct the collected information to a centralized opinion. The rapid growth of wireless sensor 

networks and its connected have pushed the saturation level of the communication. Moreover, the information passed is prone to 

the attacks and hence researchers have considered these as crucial factors in wireless sensor networks. Physical layer security is the 

one of the main approaches to ensure the secrecy of wireless sensor networks and has been attained with several encryption and 

signal processing approach. In our approach we propose a novel Projection Pursuit Gaussian Process regression (PPGPR) technique 

to analyze the diverse secrecy of physical layer in wireless sensor networks. The proposed approach is utilized to safeguard the 

sensitive data with secured physical layer. Simulations are performed and made an analogous study with state-of-art works to ensure 

the secrecy of the proposed work. The proposed work can use for the secured wireless communication with higher secrecy capacity 

than the existing approaches. The performance is analyzed with the parameters such as secrecy capacity, secrecy outage probability, 

packet delivery ratio, secrecy throughput, and energy consumption. 
 

Keywords: Wireless sensor networks, Physical layer security, Gaussian process regression, diverse secrecy. 

 

 

 

░ 1. INTRODUCTION   
External variables including weather, vibrations, air quality, 

moisture, and pressure measured by television stations. When 

comparing with ad hoc networks [1] with wireless connections 

based on internet access and occurrence of systems on its own 

to communicate information collected by sensors remotely, 

these networks keep close tabs on environmental factors 

including stress, noise, and humidity. Contemporary networks 

are mutual, allow to manage sensory performance and a 

collection of knowledge, the system formation was stimulated 

with military uses such as battlefield monitoring [2]. 
 

Such systems are utilized in commercial and residential usage, 

including agricultural [3] commercial automation, computer 

maintenance, and usage by consumers. The node present in the 

web-based system that varies from the handful to numerous or 

several thousand in which the additional sensors link to each 

node [4]. Whereas, the proportions of nanoscale never realized, 

an imaging node may vary in shape from a pair of sneakers to 

conceptually a particle of particles, according to difficulty of 

node, prices of sensor node that differ from a some to countless 

bucks.  
 

Assets including vitality, recollection, computing acceleration, 

and transmission [5] throughput are limited by cost and 

dimension restrictions, commercial sensor networks with 

wireless connections provide a number of cost-cutting 

advantages overall. Employing wireless technology effectively 

allows businesses to cut labor costs, increase environmental 

sustainability, and enhance reliability. These networks are 

susceptible to a range of assaults, including interference, 

counterfeiting, and surveillance. A significant difficulty is 

maintaining the integrity of the system and all the information 

it gathers, it is frequently set up in settings with a lot of 

connected network disturbance. 
 

Secrecy [6] is described as the variance between the greatest 

eavesdropper velocity and the primary interaction channel's 

frequency, whatever occurs when a magnetic field departs our 

gadget is described in the layer known as physical. Secure 

wireless networks are essential for preventing unauthorized 

access to personal information, although the networks using 

Wi-Fi utilize electromagnetic waves to transport data, anybody 

within proximity to the signal generated by the network has the 

ability to gain access to any information being delivered, 

making them especially susceptible to intrusions. Utilizing the 

communication channel's physical attributes to establish 

physical layer security (PLS) [7] protects our data from 

eavesdroppers. The traditional right to the privacy of letters the 

obligation to preserve the secret of correspondence, along with 

the message itself, it also safeguards the details of whenever and 

to where any communications were originally transmitted.  
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It costs less to establish and sustain internet connections that are 

wireless, more quickly and more rapid data transmission is 

achieved, decreased construction and upkeep costs in 

comparison to other infrastructures. Everywhere, at any 

moment, can connect to a wireless network. It is more 

vulnerable since interaction takes place in public, resulting in 

unreliability, greater susceptibility to intrusion, and a higher 

probability of blocking, in contrast, the gearbox speed is slower, 

it has a constrained capacity for communication, and is 

vulnerable to safety holes on the network, broadband networks 

[8] are vulnerable to hacking.  
 

Secrecy capacity of the physical layer can ensure the security of 

the communication among the wireless sensor networks. To 

attain this, we propose a novel approach known as Projection 

Pursuit Gaussian Process regression (PPGPR) technique which 

can be used to analyze the secrecy of the physical layer. Major 

contributions are, 
 

 To design the system model of the physical layer with three 

nodes such as Alice, Bob, and Eve with channels such as 

main channel and write tap channel. To avoid the 

interception of Eve the Alice must ensure security over the 

sensitive data. 

 For secrecy analysis the proposed PPGPR approach is used 

to predict the capacity of the secrecy of the physical layer. 
 

The remaining section of paper is arranged as: In section 2, the 

literature survey is examined with the merits and demerits. The 

system model is entitled in section 3, the proposed approach is 

elucidated with more context in section 4. In section 5 the 

simulation of the work is enclosed with the comparative study. 

The summary of the work is enclosed in section 6.  

 

░ 2. LITERATURE SURVEY 
Guo et al. [9] have implemented a threshold-based scheduling 

scheme for a multiuser Satellite communication method's 

secure physical layer in the scenario of several listeners. When 

the eavesdropper is not accessible, a closed-form equation for 

the likelihood of confidentiality outages is developed for an 

undetected monitoring situation. The system under 

consideration has been deduced using closed-form 

formulations. Asymptotic solutions for the Standard Operating 

Procedure have also been produced to get a greater 

understanding of high noise levels. Numerical outcomes 

demonstrated that the strategy provided a substantially effective 

technique to assess the privacy efficiency of SatComs. Hence, 

it is an impossible assumption and extremely constrained in 

real-world circumstances. 
 

Khoshafa et al. [10] have presented a cooperative system model 

for the wireless network's physical component protection by 

enhancing Device-to-Device (D2D) communications with the 

use of an underlay transmission. The device functions as a 

benevolent suppressor to weaken the wiretapped transmission 

at a surveillance device in exchange for being permitted to 

occupy the frequency band of the wireless network. The 

investigation and testing demonstrate that collaboration 

improves the D2D breakdown probability. But in terms of 

devices, space, and strength, several transmission chains linked 

to numerous antennas are costly. 
 

Singh et al. [11] have measured the Free-space optical-radio 

frequency synchronized wireless information and power 

transfer (FSO-RF SWIPT) model. When a listener has access to 

the radio frequency connection, on the other hand, the system 

dependability increases with effective physical activity. As a 

result, connections need to be created so that, in the event of 

transparent surveillance, effective PAs may be utilized to 

present high levels of safety, while, in the event of RF tracking, 

the innovator has the adaptability to reduce the effectiveness of 

PAs in order to create a protected communication channel 

between those being monitored. Hence, the requirements of 

wireless communication cannot be met by standard encryption 

procedures.   
 

Chen et al. [12] have developed a non-orthogonal multiple 

access enabled (NOMA-enabled) underlay physical layer 

security (PLS) confidentiality capability that is improved by the 

signaling technique. Additionally, the power being restricted is 

employed to ensure the regular transmission of PU while taking 

into account the disruption induced by supplementary 

broadcasters for a persistent user. This transmission method can 

efficiently increase the network under consideration's spectrum 

utilization while simultaneously ensuring the safety of 

information. But because of widespread access, spectrum 

resources are now limited and congested. 
 

Li et al. [13] have demonstrated the safety and reliability trade-

off (SRT) in which there is a singular cluster head (CH), a 

number of members, and a single eavesdropper (E) and the 

observer tries to intercept the private communication between 

the different users and his counterpart. Additionally, by 

describing the asymptotic activities of the likelihood of failure 

by a specific intersection frequency in the large noise-to-signal 

area, and doing a confidentiality variance examination for each 

of the proposed methods. It improves the system's gearbox 

safety and dependability. Nevertheless, there is greater 

processing and transmission capability. 
 

Tashman et al. [14] have designed a single-input-multiple-

output (SIMO) system that explores the protection of the 

physical layer across cascading layers that are disappearing. 

Both the receiver at the endpoint and the observer uses different 

antennas and combine several reproductions of the received 

information using a maximum rate. Also, two metrics the 

chance of a privacy loss and the possibility of a greater than zero 

privacy capacity, were used to assess the degree of 

confidentiality. More antennae can be used at the legal receiver 

to increase the secrecy of the secondary user. However, it may 

not be able to keep up with the unprecedented rise in the need 

for transmission. 
 

Choi et al. [15] suggested a space time line codes (STLCs) 

method to secure multiple access points for single-antenna 

consumers enabling no coherent identification at the genuine 

access point, requiring channel state information (CSI), and 

achieving complete geographic variety. A significant number of 

antennas are needed to reduce disturbances between users 

https://www.ijeer.forexjournal.co.in/
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because antennas are divided into several clusters to 

simultaneously broadcast numerous streams of information. 

The suggested solution, however, boosts the cumulative secrecy 

level while using significantly fewer broadcast antennas. 

Hence, the consequences of linked networks should be 

examined. 
 

Wang et al. [16-18] highlighted Wyner’s wiretap model with 

two-Nakagami disappearing pathways, the privacy function of 

wireless portable device network connections. Additionally 

developed were the precise closed-form equations for the 

reduced constraint for the ideal application System. It examined 

and verified the radio-frequency mobile detector transmission 

systems' privacy efficacy using simulators. The transmission 

antenna increases performance to optimize the position. 

However, the channel was not completely self-sustaining in the 

real world. 

 

░ 3. SYSTEM MODEL  
The system model of physical layer of wireless sensor networks 

is depicted in figure 1 and it is employed with three 

communication nodes. The physical layer of WSNs is 

responsible for transmitting raw binary data over the wireless 

medium. It deals with the transmission and reception of signals, 

modulation and demodulation, channel access mechanisms, and 

physical characteristics of the wireless communication medium. 

It's important to note that the specific details of the physical 

layer can vary depending on the wireless communication 

standard used in the WSN, such as Zigbee, Bluetooth, or IEEE 

802.15.4. The design choices are also influenced by the 

application requirements, environmental conditions, and energy 

constraints of the sensor nodes. 
 

 
Figure 1: System Model of Physical layer of the wireless sensor 

networks 
 

The initial node is named as legitimate transmitter and also 

termed as Alice in network security jargon [19]. The second 

node is known as Bob the intended receiver and the last one is 

eavesdropper also termed as Eve. The channel that formed 

between first and second node i.e., is Alice and Bob is termed 

as legitimate channel and formed among the Alice and Eve is 

termed as Eavesdropper or wiretap channel. The sensitive data 

are transformed to the Bob by the Alice and the decoding is 

intended in the Eve node after receiving the data. Hence it is 

necessary to transmit the data with high security from Alice to 

Bob to avoid the interception of Eve [20]. The secrecy of the 

wireless sensor networks can be achieved with the signal 

processing approaches with the deployment of channel features, 

noises, fading, and interferences. Another important parameter 

to be considered while deeming the wiretap channel is the 

presence of channel state information (CSI) of each node. The 

CSI is not a constant value and varies with nodes and it would 

be partial, complete, or null. 

 

░ 4. PROPOSED DIVERSE SECRECY 

ANALYSIS AND ENHANCEMENT 

APPROACH 
This section is to extend the diverse secrecy analysis and 

enhancement approach in wireless sensor networks with the 

novel approach known as Projection pursuit Gaussian process 

regression method. This method ensures the positive secrecy 

and the brief details is presented in the following section. 
 

In the context of wireless sensor networks (WSNs), combining 

diverse secrecy analysis with an enhancement approach using 

Projection Pursuit and Gaussian Process Regression can be an 

interesting and challenging task. Here's a more detailed 

approach: 
 

Data Collection and Preprocessing: 

 Collect data from the wireless sensor network, including 

relevant parameters such as sensor readings, network 

traffic, and security-related events. 

 Preprocess the data to handle missing values, outliers, and 

ensure it is suitable for analysis. 
 

Projection Pursuit in WSN: 

 Apply Projection Pursuit to identify relevant features or 

projections in the high-dimensional sensor data. 

 The goal is to uncover hidden structures that may be 

indicative of security threats or vulnerabilities. 
 

Gaussian Process Regression in WSN: 

 Use Gaussian Process Regression to model the 

relationships between the identified features. 

 Train the model on historical data to predict future sensor 

readings or potential security incidents. 
 

Diverse Secrecy Analysis in WSN: 

 Define diverse secrecy dimensions relevant to WSNs, such 

as confidentiality, integrity, and availability. 

 Evaluate the model's predictions in the context of these 

secrecy dimensions. 
 

Enhancement Approach in WSN: 

 Based on the analysis, identify areas of improvement for 

the wireless sensor network's security. 

 Implement enhancements such as improved encryption, 

anomaly detection algorithms, or dynamic reconfiguration 

strategies. 
 

Feedback Loop: 

 Continuously monitor the wireless sensor network and 

gather new data. 

 Update the Projection Pursuit and Gaussian Process 

Regression models periodically to adapt to evolving 

network conditions and emerging security threats. 

https://www.ijeer.forexjournal.co.in/


   International Journal of 
                    Electrical and Electronics Research (IJEER) 

Open Access | Rapid and quality publishing                                            Research Article | Volume 12, Issue 1 | Pages 20-27 | e-ISSN: 2347-470X 

 

23 Website: www.ijeer.forexjournal.co.in        Parameters Measurement and Secrecy Diversity Analysis 

Security Policy Integration: 

 Integrate the findings into the overall security policy of the 

wireless sensor network. 

 Ensure that the enhancements align with the broader 

security goals and policies. 
 

Documentation and Reporting: 

 Document the results of the diverse secrecy analysis and 

enhancement approach. 

 Provide reports and insights to relevant stakeholders for 

decision-making. 
 

The success of this approach depends on the quality and 

representativeness of the data, the choice of features, and the 

appropriateness of the Gaussian Process Regression model. It's 

also important to consider the practical aspects of implementing 

enhancements in a real-world wireless sensor network. Regular 

updates and adaptation to new security challenges are crucial 

for the long-term effectiveness of the approach. 
 

4.1 Projection Pursuit Gaussian Process 

regression (PPGPR) 

For analyzing the secrecy of the physical layer [17] we have 

taken the multi-dimensional functions to denote the most 

intricate form. The projection pursuit regression function can be 

formulated as, 
 

𝑚(𝑦) = 𝑔(𝑊1
𝑇𝑦, 𝑊2

𝑇𝑦, . . . . . . . , 𝑊𝑁
𝑇𝑦)       (1) 

 

Here, the positive integer is N with the additive function of g 

and unknown vectors 𝑊1, . . . . . , 𝑊𝑁. The additive function can 

be written as, 
 

𝑔(𝑊1
𝑇𝑦, 𝑊2

𝑇𝑦, . . . . , 𝑊𝑁
𝑇𝑦) = 𝑔1(𝑊1

𝑇𝑦) + 𝑔2(𝑊2
𝑇𝑦)+. . . +𝑔𝑁(𝑊𝑁

𝑇𝑦)    (2) 
 

The univariate functions are defined as 𝑔1, . . . . , 𝑔𝑁. Moreover, 

the projection pursuit model can be implied in a four-layer 

neural network form as depicted in figure 2. The only difference 

between the neural networks and projection pursuit approach is 

activation function. In neural networks the activation functions 

are fixed and in projection pursuit the activation function is a 

measured one. The hidden layers are considered as 

transformation layers [18]. 
 

 
Figure 2: PPGPR with Neural network structure 

 

The implementation of multivariate non-parametric regression 

is effectuated with the reduction of single index model with 

N=1. The proposed approach utilized projection pursuit 

Gaussian process regression approach and the underlying 

functions are reconstructed using below points. 
 

 The parametric weight𝑊 = (𝑊1, 𝑊2, . . 𝑊𝑁) is computed. 

 Gaussian registration process (W) gives the combination 

function g is reconstructed.   
 

Where, 𝑌 = (𝑦1 , 𝑦2, . . 𝑦𝑁)𝑇 , 𝑦𝑗 ∈ ℜ
𝑑𝑓𝑜𝑟𝑗 = 1,2, . . , 𝑚 denotes 

the design matrix and 𝑌 = (𝑔(𝑦1), 𝑔(𝑦2), . . . . , 𝑔(𝑦𝑚))
𝑇

is the 

response. The Gaussian realization process is g with it has the 

function of additive correlation [23].  
 

Select 𝑊as initial weight parameter and the iterative approach 

train the proposed model depending upon the initial weight, the 

starting correlation matrix  
 

𝑘𝑊 = (
1

𝑁
∑ 𝜗 (𝑊𝑘

𝑇(𝑦𝑗 − 𝑦𝑘))𝑁
𝑘=1 )

𝑗,𝑘
is computed.  

 

𝑔→ (𝑦) = 𝑅𝑇(𝑊𝑇𝑦)(𝑘𝑊 + 𝛾𝐼)−1𝑋         (3) 
 

The numerical stability is enhanced by the term of nugget is 𝛾. 

Gaussian regression process of log likelihood function is 

maximized [21]. 
 

𝑀𝑖𝑛
𝑊

(𝐼(𝑊)) = 𝑀𝑖𝑛
𝑊

(𝑋𝑇(𝑘𝑊 + 𝛾𝐼)−1𝑋 + 𝑙𝑜𝑔 𝑑𝑒𝑡(𝑘𝑊 + 𝛾𝐼))    (4) 

 

The model loss is 𝐼(𝑊).  
 

𝜕(𝐼(𝑊))

𝜕𝑊𝑘
= −

1

𝑁
∑ ∑ (𝑋𝑇𝑘𝑊

−1 𝜕𝑘𝑊

𝜕𝑊𝑘
𝑘𝑊

−1𝑋 + 𝑇𝑟(𝑘𝑊
−1)(𝑦𝑗 − 𝑦𝑘))

𝑇

𝑚
𝑘=1

𝑚
𝑗=1        (5) 

 

The below facts of Matern correlation function computes the 

matrix derivation 𝑘𝑊.  
 

𝜕

𝜕𝑦
𝜗(𝑦; 𝑣, 𝛽) = −

2𝑣𝛽2𝑦

𝑣−1
𝜗 (√

𝑣

𝑣−1
𝑦; 𝑣 − 1, 𝛽)          (6) 

 

Iteratively update the gradient decent model.  
 

𝑊𝑘 ← 𝑊𝑘 − 𝜆
𝜕𝑙(𝑊)

𝜕𝑊𝑘
                                                 (7) 

The step length is 𝜆. By using equation (3), reconstruct when 

the techniques met the stopping criterion. The number of epochs 

is selected to implement early stopping criteria and avoid over 

fittings [22]. The co-variance functions are N and 𝜆to adjust the 

parameter activity. For parameter tuning the below mentioned 

general suggestions are followed.  
 

 Due to over fit with smaller size of samples, the covariance 

of hyper parameters is computed using ML estimators. 

 The stable training procedure is maintained and the cross 

validation find appropriate learning rate 𝜆.   

 Till the testing point performance initiate to deteriorate, the 

representative node size N is increased.  

 When the number of epochs to neglect over fitting, the 

early stopping policies are adopted in the training 

procedure.  

 The covariance function based hyper parameters are 

selected using cross validation.  

https://www.ijeer.forexjournal.co.in/
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The optimal parameters may vary depending on the specific 

characteristics of your data and the goals of your analysis. The 

model's performance using validation data or cross-validation 

to ensure that your chosen parameters generalize well to unseen 

data. 
 

Joint Considerations: 

Cross-Validation: Use cross-validation to assess the 

performance of different parameter choices. This is crucial to 

avoid overfitting to the training data. 
 

Grid Search or Random Search: For both Projection Pursuit and 

Gaussian Process Regression, consider using grid search or 

random search to explore the hyperparameter space efficiently. 
 

Domain Knowledge: Leverage domain knowledge to guide your 

choices. For example, if you know that certain features are more 

important in your data, you might emphasize them during the 

Projection Pursuit analysis. 
 

Iterative Refinement: It's often an iterative process. Start with a 

broad search, evaluate performance, and then refine your 

parameter choices based on the results. 
 

4.2 Proposed PPGPR based Diverse Secrecy 

Analysis 
The performance of the physical layer is analyzed with the 

maximized secrecy rate attained with the proposed PPGPR 

approach. The proposed approach ensures the maximum rate in 

which the sensitive data are transmitted with the decoded 

information and the legitimate or authorized receiver with 

randomly small error. The presence of non-Gaussian 

distribution also affects the secrecy rate. The secrecy rate is 

accomplished by the derived SNR expressions and overall 

secrecy rate using the proposed PPGPR can be framed as below, 
 

𝐶0
𝐷 = (𝐶0

𝐻 − 𝐶0
𝐿)+

  

 

𝐶0
𝐷 = (𝑙𝑜𝑔( 1 + 𝜁𝐻) − 𝑙𝑜𝑔( 1 + 𝜁𝐿))+

      (8) 
 

The capacity of the receiver channel to receive the information 

is taken as 𝐶0
𝐷 and the capacity of the eavesdropper channel is 

𝐶0
𝐿. The capacity of the eavesdropper and the relay incorporated 

with the highest signal reception is given as 𝜁𝐻and 𝜁𝐿 . Since the 

noise at the eavesdropper is unknown the proposed approach 

can provide secrecy by analyzing the worst-case scenario. The 

security at the physical level can be ensured when the SNR at 

receiver must be higher than the maximum SNRs at the 

eavesdropper and can be formulated as, 
 

𝜁𝐻 > 𝜁𝐿𝑚𝑎𝑥      (9) 
 

The transmission of data can secure when the 𝜁 𝑚𝑎𝑥{𝜁𝐿𝑛}𝐿𝑚𝑎𝑥. 

 

░ 5. EXPERIMENTAL INCESTIGATION 

AND DISCUSSION 
This section verifies proposed frameworks performances with 

respect to the different measurement criterion as well as state-

of-art approaches namely TS [9], FSO-RF SWIPT [11], NOMA 

[12] and SRT [13]. 
 

5.1 Evaluation Measures 

Few of the proposed secrecy model performance is enhanced 

using different evaluation measures namely the secrecy 

throughput, probability for secrecy outage, capacity of secrecy, 

Fractional equivocation and etc. 
 

The capacity of secrecy (CS) is the variation among the 

channels of main as well as wiretap. Below expression 

formulates the case of quasi static fading channel in CS. 
 

𝐶𝑆 = 𝑚𝑎𝑥 𝑖 𝑚𝑢𝑚{𝐵𝐶 − 𝐸𝐶 , 0}      (10) 
 

Both wiretap and main channels are 𝐸𝐶and 𝐵𝐶 .  
 

The capacity of secrecy tends down the rate of secrecy target is 

described by the probability of secrecy outage (PSO). When 

occurring secrecy outage, the present CS is never more to target 

of pre-established 𝑃𝑆. 
  
𝑃𝑆𝑂 = 𝑃𝑏{𝐶𝑆(𝛿𝐵, 𝛿𝐸) < 𝑃𝑆}      (11) 
 

where, 𝑃𝑏 is the probability with 𝛿𝐵 and 𝛿𝐸 are two squared 

random variables.  
 

Because of the characteristics of propagation medium fading, 

the random quantity is fractional equivocation (FE). Below 

formula provides the fading realization of fractional 

equivocation. 
 

𝛥 = {

1, 𝑖𝑓𝐸𝐶 ≤ 𝐵𝐶 − 𝑃𝑆

(𝐵𝐶 − 𝐸𝐶) 𝑃𝑆⁄ , 𝑖𝑓𝐵𝐶 − 𝑃𝑆 < 𝐸𝐶 < 𝐵𝐶

0, 𝑖𝑓𝐵𝐶 ≤ 𝐸𝐶

   (12) 

 

The secrecy performance is assessed using throughput in the 

design of secure transmission. The confidential transmission of 

data defines the secrecy throughput. 
 

5.2 Performance Analysis 
The probability of secrecy outage (PSO) with its comparative 

result is plotted in figure 3. Rapidly increase the PSO when the 

SNR (dB) changes from 0 to 25.  

 
Figure 3: Performance analysis of probability for secrecy outage 

 

 

https://www.ijeer.forexjournal.co.in/
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The proposed methods with existing models of TS [9], FSO-RF 

SWIPT [11], NOMA [12] and SRT [13] are used to analyze the 

PSO performance. Based on each state-of-art methods, the 

lower secrecy outage probability with higher PSO is attained in 

each SNR values. The transmitting power reduction leads to 

desired receiver. At the SNR value of 25th, each method like 

TS [9], FSO-RF SWIPT [11], NOMA [12] and SRT [13] and 

proposed validates 0.5, 0.6, 0.65, 0.7 and 0.8 of probability of 

secrecy outage values. Though, the proposed authenticate 

superior probability of secrecy outage than the existing 

methods. 

 

The secrecy capacity is analyzed in figure 4 by using the state-

of-art methodologies like TS [9], FSO-RF SWIPT [11], NOMA 

[12] and SRT [13] with proposed approach. Vary the SNR level 

from 0 to 25 to execute the secrecy capacity measurement in 

terms of bits per Hz. The plots slowly increase from 0 SNR level 

to the highest score secrecy capacity of SNR level is 25. 

 
Figure 4: Performance measurement of secrecy capacity 

 

Figure 5 outlines the graphical representation to reveals the 

performance of average fractional equivocation. Here, the 

average fractional equivocation of proposed method is 

investigated by using the target of pre-established as is from the 

ranges of 0.5, 0.6 and 0.7 respectively.  This graph exposes that 

the proposed approach with its PS rate gradually decreases with 

respect to the variances from one to six. But the PS rate 

increases the proposed average fractional equivocation get 

increased gradually. 

 
Figure 5: Performance investigation of average fractional 

equivocation 

The performance investigation of secrecy throughput is as 

shown in figure 6. The methods of TS [9], FSO-RF SWIPT [11], 

NOMA [12], SRT [13] and proposed are selected to compute 

the secrecy throughput. By this plot, the graphical charts expose 

the trust factor and the secrecy throughput gets changed with 

respect to each method. 

 
Figure 6: Performance investigation of secrecy throughput 

 

The PDR with its comparison is measured in table 1. The 

existing methodologies namely TS [9], FSO-RF SWIPT [11], 

NOMA [12] and SRT [13] with proposed techniques is to 

compute the percentage of PDR is 74%, 82%, 87%, 91% and 

97.2%. Besides, the proposed method beat the existing 

techniques with respect to the result of packet delivery ratio. 
 

░ Table 1: State-of-art measurement of packet delivery 

ratio (PDR) 
 

Methods PDR (%) 

TS [9] 74% 

FSO-RF SWIPT [11] 82% 

NOMA [12] 87% 

SRT [13] 91% 

Proposed method 97.2% 

 

The measurement of communication overhead performance is 

plotted in figure 7.  

 
Figure 7: Performance measurement based on communication 

overhead 
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Performance analysis-based energy consumption (J) is 

displayed in table 2. The energy consumption increases with the 

attacks that are if the Eve intercepts, then it will increase the 

energy consumption of the network. The proposed approach 

effectively avoids the interceptions and then the consumption 

of the energy reduced, thus the energy consumed by the 

proposed work is 16.83J and the other approaches TS [9], FSO-

RF SWIPT [11], NOMA [12] and SRT [13] consume energy of 

67.89J, 98.32J, 121.63J, and 56.39J. 
 

░ Table 2: State-of-art measurement of energy 

consumption 
Methods Energy consumption(J) 

TS [9] 67.89 

FSO-RF SWIPT [11] 98.32 

NOMA [12] 121.63 

SRT [13] 56.39 

Proposed method 16.83 

 

Figure 8 explains the performance investigation of overall 

efficiency. This graphical plot shows the overall efficiency of 

TS [9], FSO-RF SWIPT [11], NOMA [12], SRT [13] and 

proposed methods. 
 

 
Figure 8: Performance assessment for overall efficiency 

 

░ 6. CONCLUSION 

In a nutshell the security of the Physical layer of wireless sensor 

networks is very important to analyze the secrecy capacity. For 

that Secrecy outage probability, secrecy capacity, and secrecy 

throughputs are important. To attain this, we proposed an 

innovative approach known as Projection Pursuit Gaussian 

Process regression (PPGPR) which effectively analyzes the 

physical layer security. Moreover, it also helped to prevent the 

interception of Eve with other main channel communication 

and reduces the leakage of secret messages. Meanwhile, the 

proposed approach increased the secrecy capacity, packet 

delivery ratio, secrecy throughput and reduces the energy 

consumption with the prevention of interruption of Eve in the 

communication channel. Further, the performances of proposed 

work were compared with state of art works such as TS, FSO-

RF SWIPT, NOMA and SRT and our work ensures better 

secrecy than other approaches with the capacity of 8 bits/Hz at 

25th dB of SNR and reduced energy of 16.83J. The future of 

parameters measurement and secrecy diversity analysis in 

Physical Layer Security for WSNs will likely involve a 

multidisciplinary approach, combining expertise in wireless 

communication, cryptography, machine learning, and network 

security. 
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