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░ ABSTRACT- Error detection is a critical aspect of ensuring the accuracy of data transmission in communication systems. 

In this study, the performance of two error detection techniques has been investigated when combined to achieve a Bit Error Rate 

of 10−5for single and multiple error detection ability. The two techniques studied were Cyclic Redundancy Check and Checksum 

with a new combination process. This proposed method showed that when CRC and Checksum were combined, the overall error 

detection performance significantly improved compared to using either technique alone. Specifically, the combined technique was 

able to achieve a BER of 10−5 for 6 given examples with higher accuracy and lower false positive rates. These findings demonstrate 

the potential benefits of combining error detection techniques to enhance the reliability of data transmission systems. These 

combinations were demonstrate using both VHDL and Python to identify the unexpected behavior of system before its utilization. 

The combination process provides 72 bits only for memory usage with 1 millisecond to finish checking and detecting process. These 

steps calculations and waveform are simulated using python for verification process based on overall combination steps. In addition, 

this paper provided a novel method for polynomial generation depending on the IP addresses of trusted sites. This evaluation of 

CRC generator was unique and provide double steps of protection for users in same or different networks. 
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░ 1. INTRODUCTION   
  Error detection methods utilized for data transmission process 

involving polynomial generation and division in a mathematical 

procedure like Cyclic Redundancy Check (CRC). To 

demonstrate the integrity of sending and receiving data as a 

matching mechanism based on the reminder which obtained 

after division. CRC calculations start with a critical polynomial 

selection which the capability of CRC depends on these 

selections. CRC needs an additional bit of zeroes to equalize the 

degree of generated polynomial as a first step. Second step took 

a place as an XOR operation to generate the checksum of final 

CRC results. Code word would be created after the previous two 

steps to transmit these results to the next sides by repeating the 

same overall process based on the received bits. Transmitted 

data would be zero error for sender and receiver when the 

reminder equals zero. Otherwise, the reminder with any one’s 

value would refer to error detection. Several types of 

communications protocols like Wi-Fi and Ethernet require 

techniques to provide accurate and reliable transmission process 

as explained in [1-3]. In the other hand, Checksum which is 

considered as another mechanism of error detection, but adding 

all that required sending bites to be sent after. In the receiving 

side, additional process will occur for all received bites as a 

similar sending process based on the sum comparison between 

both sides. These mechanisms are shown with a different data 

type as explained in [4-5]. Internet protocol (IP) needs to treat 

data as a 16 bits’ sequence by adding these data according to 

one’s compliment as shown in [6]. Some of author presented a 

modify check mechanism to use 32 bits instead of 16 bits as in 

Alder-32 through applying modular arithmetic to the obtained 

sum as more explained in [7]. Due to detect fail of Checksum 

and errors occurred in this mechanism, it needs a modification 

or a techniques combination like CRC combination. This 

combination gives CRC and Checksum when makes together a 

fast and efficient detection by improve Checksum faults 

detection with a CRC best privilege. In [8], authors explained 

more details about the minimization time of CRC ability based 

on its own XOR or operation that is considered as an impact 

privilege of CRC. The capability of CRC burst error multiple 

detection that happened through noisy bits as explained for 

DRAM multiple bit error detection in [9]. Through the 

presented works of authors and researchers, CRC utilized for 

variety communication services such in controlling the network 

system based on ID database as in [10-11]. Additional 

combination of techniques mixed with CRC to provide faster 
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and accurate detection such as forward Error Correction (FEC) 

or an optimized table such in [12-13]. Error secured in storage 

system or in communication channels cannot be detected based 

on CRC only due to incapability of random or non-detection 

error. Authors developed CRC mechanism to provide better 

performances with 5G as an application, which explained in 

[14]. The issue of CRC-inability to detect the specific position 

of error even if error detected by CRC, which it need needs to 

fix this issue through automation detection and recovery 

process as explained by author [15]. As mentioned before, 

storage systems need a massive data or high-speed network 

requirement that makes CRC unsuitable for such an application. 

CRC provide several privileges for short type of dataset as short 

packet due to size depending as explained for 5G and multiplies 

with more definition in [16-18]. In the other hand, Checksum 

needs a minimal time and power which provide a fast detection 

process with verification steps as well. These characteristics 

make Checksum suitable and applicable for real time usage as 

used by researchers in file transmission, encryption operation of 

cloud and for an automation discovery in [19-21]. Also, 

Checksum requires a minimum capacity of memory with less 

computational resources compared to other techniques which 

make it suitable in software or hardware applications. Authors 

presented a low-cost system with real online system checker as 

in [22]. Flipping of data bits, file transmission process is widely 

combined and applied with Checksum as introduced by authors 

in [23-25]. However, if two different set of data produce a 

similar value of Checksum results which lead to fall positive 

detection. Due to the Checksum issues, authors suggested 

embedded system within neural network as well as a parallel 

system presented in [26-27] to cope these properties. 

 

░ 2. PROPOSED METHODS FOR 

ERROR DETECTION COMBINATION 

A robust detection system for error detection system can be 

produced through several type combinations like CRC 

Checksum either privately applied or comparing results. 

Authors can compare multiple techniques to demonstrate the 

result with the matching values of CRC and the Checksum as in 

[28] with 32 bits using FPGA. Another technique such as parity 

and Hamming code were mixed to enhance the error detection 

as in [29-31] for optical computers. FEC can be also applied 

with error detection as a combination process for several 

application as utilized for 5G or comparative study review and 

[32-33]. This combination process is wildly utilized especially 

for both CRC and Checksum to prove the integrity of 

communication data system and to investigate this combination, 

completely complexity as in [34-35]. Combination process of 

this work was a presented to provide a robust detection system 

with more investigation of this process. This combination can 

be explained and listed in more details for both CRC and 

Checksum as follow:  
 

• Divided sending data it into equal size of blocks. 

• Regardless of any resulting carries, the sum of these 

packets is evaluated.  

• Complement of the results will be taken and added to the 

original data as a final step of the first method. 

• Then polynomial generation of CRC techniques with binary 

representation, if the CRC length is not match, then zeros 

will be added to sending data.  

• Obtaining the reminder of CRC division. 

• Then both sending code and the data will be transmitted to 

other side to repeat the process for those validations. 
 

This combination omitted the issues occurred in both CRC and 

the Checksum, which also reducing the undeleting error 

probability on the Checksum detection. Networking is not the 

only field that might need a novel and fast detection methods 

but also telecommunications and data storage fields as well. 

Fast approaches assist system to ensure data integrity and allow 

faster transmission when error occurred as explained in [36]. 

File transmission needs a swift and smooth operation search for 

traditional FTB or trivial FTB to verify file correctness or not. 

Memory controllers also employ CRC to compare data if 

corrupted or not such as particularly applied for RAM due to 

fault models as mentioned and [37]. In addition, during read and 

write operation for storage devices like hard drives, solid-state 

drives (SST) or even for optical disc requires detection and 

verification. Also, corrupted packets identified using CRC 

through wireless protocols such as a Bluetooth and Wi-Fi that 

trigger appropriate measures to make data retransmission if 

needed. Fast method is required particularly where data needs 

to be securely stored and verified search for applications need 

digital signatures or cryptographic process. Due to CRC 

simplicity and effectiveness that makes it widely utilized and 

employed in various domain where error detection is across 

crucial. In the same topics, Checksum detectors are also 

employed for different applications. CRC in TCP/IP packet 

detection and large file storage process as well. For example, in 

Redundant Array Independent Discs (RAID)S, Checksum hired 

for error detection across multiple disk drives. Checksum also 

employed in data backup and recovery systems to check and 

verify if data was successfully backed up and accurately 

restored if required. An important network field is IP checking 

process which is less presented for the approaches for different 

variances like IP-v4 which is utilized to identify and locate 

devices on network. Huge numbers of IP can be created reach 

to 4.3 billion addresses with 32 bits composed of four sets 

ranging from 0 to 255 such as explained more and [38-39]. 

Despite IP-v4 limited addresses number and the adoption 

process of other longer virgin such as IP-v6, IP-v4 still widely 

used and supported across the net [40-41]. This address is 

considered as legitimate without molecules activity involved 

when obtained from reputable resources like Regional Internet 

Registry (RIR) which is clearly explained in [42]. To prevent 

computers from excepting any communications or transmission 

through suspicious IP, checking these IP’s can protect users 

from hijacking. Matching addresses between networks should 

be considered as a novel issue that ought to be solved to provide 

information of whether IP flagged for any suspicious activity. 

This investigation would be helpful to implement monitoring 

and logging mechanism for malicious activity tracking that 

associated with the received IP-v4 addresses as in [43-44]. 

 

https://www.ijeer.forexjournal.co.in/
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2.1 Hybrid Error Detection: CRC and Checksum 

Combination 
Mathematical operations that involved in CRC is polynomial 

generator which is considered as a CRC crucial component. 

CRC size determination is based on polynomial degree which 

represented in binary form. Data will be divided by this value 

and if reminder value obtained, it will be added to data before 

transmission. Register set have zero initialization values; these 

contents will be updated after each process at the time. The 

same process is done for both sides, sending on receiving sides 

as explained in [45 -47]. Common transmission errors that 

occur in Wireless Sensor Network (WSN), can be detected 

based on CRC due to its simplicity of effectiveness. WSN 

requirements specify CRC polynomial selection, which makes 

data frame include CRC in their building structures like other 

Internet layers. When, WSN node is wants to send data, CRC 

will be calculated according to selected polynomial that should 

provide a good balance between detection capabilities and 

computational efficiency. In the receive side, WSN may 

employee error recovering mechanism if and only if error was 

detected such as data retransmission required or requested again 

and explain and [48-50]. While in GSM networks, polynomial 

selection is a standardized and implemented within GSM 

frames that employed to the burst of data sent over the air 

interface. Frame retransmission may be requested by the 

receiving side when error occur such in WSN area. CRC 

polynomial is defined in GSM specification and might be very 

depending on GSM standardization such as GSM 1800. 

Practically, CRC and polynomial process implemented in GSM, 

module or by a chip available in basis stations or even in mobile 

devices, as in [51-52]. While for IOT, CRC polynomial 

selection will be based on the requirements of IOT application. 

The selection of polynomial is a critical and depends on some 

factors like detection capabilities, computational efficiency as 

in WSN and GSM. Similar process utilized in receiving and 

sending side with appropriate error handling mechanism and re-

transmission if needed as explained for this field in [53-55]. 

Such as v4, does not employed error detection by itself. IP-v4 

relies on higher layer, such as TCP to handle errors, transport 

layer implement Checksum within their models. While link-

layer like Ethernet employed CRC, which built in Ethernet 

frames that includes also Mac addresses, type field and CRC 

field with CRC-32 polynomial as in [56-57]. Figure 1 shows 

the unique and new method for creating and generating 

polynomial generator of CRC. 

 
 

Figure 1. CRC Double Polynomial Generation methods for IP-v4 

The steps of combination process for the proposed method are 

shown in figure 2 and listed as follow:  
 

• Selection process: IPV4.0 selection. 

• Addition: Add 8 bits to each other without carry 

calculations. 

• Division process: divided the first and the third of (8-bits 

of IPV4) by G1 and the second and the fourth of (8-bits 

of IPV4) by G2 to specify the reminder with original data 

addition. When data is less than G1 or G2 then data will 

stay as original data. In case of all zeroes results or the 

divider is less than divined, a new polynomial generator 

will create a new one until getting a reminder. 

• Combination step: Applying Checksum for all the three 

cases to generate the sending and receiving complement 

number. 

• Repeating: Repeating the same process for the receiver 

(by vice versa) with zero reminding results which mean 

the word is accepted for the first inner step. 

• Finalization step: Back to CRC by divided the new data 

with its specific divider to get zero reminder which 

approve the second step of CRC technique. 
 

 
Figure 2. The proposed method combinations between CRC + 

Checksum 

https://www.ijeer.forexjournal.co.in/
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These steps were applied for an example which is shown in figure 3, six steps were applied and obtaining the same results at sending 

and receiving side as well. 
 

 

 

 

 

 
 

 
 

Figure 3. CRC+ Checksum proposed method applied for IP-v4 example. 

 

2.2 Scenario of Combined Methods 
In case of data integrity is critical aspect in addition to detection 

speed, Combination between CRC and checksum will be 

practically beneficial. The Advantages of the proposed method 

Could be listed based on researchers works as in in figure 3. 

Combination scenario Can enhance the overall error detection 

Capability Certain type of errors can be detected based on 

checksum techniques while CRC has the ability of detecting 

wider range of errors due to simple sum and division approach 

respectively. By this method data Corruption or transmission 

failures can be avoided by adding an additional Layer of fault 

tolerance when both CRC techniques are applied. Also, using 

both techniques can balance both performance, and 

Computational Cost, where checksum is light weigh with fast 

https://www.ijeer.forexjournal.co.in/
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computation and CRC is more intensive case. These means, the 

proposed method is suitable for certain applications where real 

time/low overhead is crucial. Combination approach provide 

system ability to mitigate the risk of undetected errors that 

might another slipping by a single method. This mean another 

privilege of these combination to increase reliability of data 

transmission in addition, different utilization techniques 

scenario provides different use Cases, which adapt to varying 

requirements without and need to depend on one technique that 

could be less effective for certain Cases. Several applications 

and cases where combination between these techniques can be 

successful better than a Single technique utilization. In Wireless 

Communication for example, data packets are prone to errors 

due to interferences which can be treated by using these 

Combined. This ability was due to CRC error detection 

occurred in contiguous bits and fast detection property of 

checksum. In storage system as well, when system need 

integrity characteristic to prevent losing data. This was due to 

CRC detection of complex error in Read/Write operation and 

due to fast checksum process before storage is finisher while in 

limited processing power or limited memory size that consider 

at constraints for embedded systems and IoT, Combination 

method can balance the cost with a fast detection. During initial 

transmission, CRC Can lead the overall process for detecting 

errors while Checksum provide quick verification of data 

integrity. In fields of durability cored long term integrity are 

paramount such and for backup system, these combination 

helps ensure that related data remains intact over extended 

period. Due to this combination, CRC protect against 

Sophisticated errors which Compromise data over time and 

through retrieval process, checksum will provide immediate 

checking. 

 

2.3 Scenario with Specific Error Detection 

Methods 
Some specific scenarios and case where combination of these 

techniques provide more robust system than using the technique 

alone based on these cases. In (TCP/IP) networking for example 

when large files transmitted over the internet by FTP as 

mentioned in [58]. CRC was applied to check the entire data 

packet, while Checksum was utilized for verifying smaller 

segment of the overall packet. In Storage System for example 

when multiple disks are applied to store or retrieve data 

redundantly for both methods as well like explained in [59]. 

CRC was applied in these fields to verify the integrity of data 

blocks across disks, while Checksum ensure the accurate 

calculations. Also, in Wireless Sensor Networks when a 

temperature sensor used to send data periodically about 

environment to a server by any type of network topology like 

mesh as presented in [60]. CRC was applied for verifying 

reading integrity before transmission and Checksum in turn 

utilized to verify sequence numbers of packets to ensure 

correctly received. Embedded systems as well when have 

controlling commands across a vehicle and internal network by 

sensors that send data to Engine Control Unit (ECU) as in [61-

62]. CRC was applied to approve the integrity of large data 

frames through sensors readings or diagnosis information, 

while Checksum has provided a quick verification of smaller 

packet related to real time commands. In addition to all these 

fields, data achieving has also utilized with these techniques as 

well, for example when users have historical document 

achieving with multimedia content as in [63]. CRC was applied 

during initial process to verify entire files, while Checksum 

used for individual files or single section validation. 

 

░ 3. RESULTS  
For the first step, identifying the IP version 4 to be applied 

which is most used for internet communications. The given IP’s 

have 32 bits in length and divided into subsets of four groups as 

shown in table 1. The selection of these examples due to that 

most internet devices used these protocols or even near to these 

values.  
 

For the second step, take two 8-bit binary numbers that you 

want to add together. For example, let us use 10110101 and 

01101011. Start from the rightmost bit and add each pair of bits 

together. Continue this process for each pair of bits, if you reach 

the leftmost bit and still have a carry, exclude that in the final 

sum as shown in table 2. In this case and based on above 

example, 10110101 + 01101011 without carry calculations 

would result in 00011100. 
 

░ Table 1: IP-v4 selection for the proposed method 
 

IP V4.0 

Address 
Binary Conversion 

192.168.1.20 11000000.10101000.00000001.00010100 

8.8.8.8 00001000.00001000.00001000.00001000 

172.16.0.0 10101100.00010000.00000000.00000000 

192.168.0.0 11000000.10101000.00000000.00000000 

192.168.5.255 11000000.10101000.00000101.11111111 

10.12.2.85 00001010.00001100.00000010.01010101 

 

░ Table 2: Addition Process related to the four sets 

regardless the result carry 
 

8 bits addition Polynomial generator 

0111-1101 G1=x2+x+1, G2= x3+x2+1. 

0010-0000 G1=x, G2=0. 

1011-1100 G1=x3+x+1, G2= x3+x2. 

0110-1000 G1=x2+x, G2= x3. 

0110-1100 G1=x2+x, G2= x3+x2. 

0110-1101 G1=x2+x, G2= x3+x2+1. 

 

As a third step process, by dividing the first and the third 

numbers by G1, while second and fourth by G2. For example, 

considering the input would be a set of data: 5, 13, 20, and 185. 

Then divide the first and third numbers (5 and 20) by G1 and 

the second and fourth numbers (13 and 185) by G2. After that 

reminder calculations for each division process if available or 

not. This process shown in Table 3 for selective IP from table 1 

and 2. 

https://www.ijeer.forexjournal.co.in/
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░ Table 3: Division process of Numbers by G1 and G2 
 

Division Reminder 
New Data 

(Added Reminder to original data) 

0011-1100-0000-

0111 

11000011-10110100-00000000-

00011011 

0111-0100-0000-

0000 

10110011-00011100-00000000-

00000000 

0100-0000-0000-

0111 

00001110-00001100-00000010-

01011100 
 

The final sending calculation step was the Checksum process, 

involves calculating a checksum value for the data being 

transmitted to ensure the integrity of data during transmission 

as shown in table 4. 
 

░ Table 4: Applying Checksum to the results of step 3 
 

Checksum Addition Results Complement 

10010010 01101101 

11001111 00110000 

0110110 1001001 

 

Repeating the same process for the receiver by submitting the 

number for validation and checks if it meets the criteria for 

acceptance. The system would accept it without the need for any 

reminders. This signifies that the word has been approved for 

the first inner step of the validation process. The receiver can 

proceed with the next steps in the validation process knowing 

that the number has been accepted without any further 

reminders. Back to CRC, dividing the new number with its 

specific divisor in the CRC process. The new contribution of 

this work is to generate a polynomial function depending on the 

data and provided more security and complexity to original 

data. In addition, applying hybrid techniques to detect error for 

IPV4 to give more secure sending and receiving data. Also, this 

process takes a short time for finding the results and check the 

wrong data at specified bits. The overall process was done also 

using python to demonstrate the low cost, low usage, and high 

speed of code execution. These steps are repeated as well in 

both sides and gaining the same results with a 100 of full 

iterations. The used memory was for each binary addition and 

for all other related calculations based on equation below. 
 

Total memory used = Binary Numbers + Binary addition + 

Result + Other carries (if available) 
 

Total memory used = 32 bits + 16 bits + 8 bits + 8 bits + 8 bits 

= 72 bits 
 

While program speed was determined by operations complexity 

and data size, which involves in this case basic strings and 

simple mathematical operations. The size of input data is also 

small, for that reason the proposed method provides a fast 

running of about milliseconds or even less. Combined error 

detection methods were implemented using Python for CRC 

and Checksum. The results of the error detection process were 

then visualized in a pulses mode showing the different steps 

taken in the error detection process. Each step was applied to 

the data to detect any errors present in these steps based on the 

transmitted IP-v4. Figure 4, 5, 6, 7 and figure 8. showed the 

data before and after error detection steps, highlighting any 

discrepancies or errors that were successfully detected and 

corrected. This approach to error detection ensures a high level 

of accuracy in the transmission of data, which is be applied 

again for the receiving side. 
 

 
 

 
 

 
 

 
 

Figure 4. A 32 bits’ conversion process presented as a pulse waves. 
 

https://www.ijeer.forexjournal.co.in/
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Figure 5. Addition process of all bytes without carry for G1 and G2 

polynomial generation values 

 

 
 

 
 

 
 

 
 

Figure 6. Division process (the first and the third by G1) and (the 

second and the fourth by G2) 
 

 
 

 
 

 
 

 
Figure 7. Add the reminder to the original data 

 

 
Figure 8. Add overall sets regarding carry based on Checksum with 

its 1st complement. 

https://www.ijeer.forexjournal.co.in/
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CRC + Checksum algorithms add an additional layer of security 

to the data transmission process, converting it to a robust system 

against errors. The new method suitable for use in applications 

where data integrity is critical such as in communication 

systems, network protocols and storage devices. The transmitter 

circuit design with VHDL language which contain the block 

diagram, internal structure, and the time simulation are shown 

in figures 9 and figure 10. Where the transmitter pins 

description is shown in table 5. 
 

 
 

Figure 9. Transmitter circuit block diagram 

 

 

Figure 10. Time simulation of the transmitter circuit data 

 

░ Table 5: The transmitter pin description 
 

 

 

 
Transmitter Pins Description Receiver Pins Description 

datain1 1st Input block data stream with 8 bits clk Clock signal  

Datain2 2nd Input block data stream with 8 bits dout1 Output transmitted data 11 Bits 1st block data stream. 

Datain3 3rd Input block data stream with 8 bits dout2 Output transmitted data 11 Bits 2nd block data stream. 

Datain4 4th Input block data stream with 8 bits dout3 Output transmitted data 11 Bits 3rd block data stream. 

DIVISOR13 CRC require input divisor for data packet 

1 and 3. 

dout4 Output transmitted data 11 Bits 4th block data stream. 

DIVISOR24 CRC require input divisor for data 2 and 

4 packet. 

dout5 and 

dout6  

Check sum statues with 12 Bits 

On the other hand, the receiver circuit is design in VHDL 

language which contain the receiver bock circuit, the receiver 

internal circuit, and the time simulation of a receiver circuit with 

different states as shown in figures 11 and figure 12.  Where the 

receiver pins description is shown in table 6. 

 

This system can have detected the errors for each byte 

separately and send feedback signal (RETRAINS) for each 

byte, so the system not required to resend all data only the error 

byte, that make system more utilization as compare with other 

techniques. As shown in figures 13 to16. The design summary 

of the transmitter and receiver circuit is shown in table 7. 

 

 

 
 

Figure 11. Receiver circuit block diagram 

 

https://www.ijeer.forexjournal.co.in/
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Figure 12. Time simulation of the receiver circuit with corrected received data 

 

 
Figure 13. Time simulation of the corrupted received data at first byte (retrains1 is 6 and not 0) 

  

 

Figure 14. Time simulation of the corrupted received data at second byte (retrains2 is1and not 0) 

 

https://www.ijeer.forexjournal.co.in/
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Figure 15. Time simulation of the corrupted received data at third byte (retrains3 is7and not 0) 

 

 

Figure 16. Time simulation of the corrupted received data at fourth byte (retrains4 is 2 and not 0) 
 

░ Table 6: The receiver pins description
 

Receiver Pins Description Receiver Pins Description 

DATAIN1 1st Input block data stream with 11 bits CLOCK Clock signal  

DATAIN2 2nd Input block data stream with 11 bits dout1 Output data first byte  

DATAIN3 3rd Input block data stream with 11 bits dout2 Output data second byte 

DATAIN4 4th Input block data stream with 11 bits dout3 Output data third byte  

DIVISOR13 CRC require input divisor for data packet 1 and 3. dout4 Output data fourth byte  

DIVISOR24 CRC require input divisor for data packet 2 and 4. dout5 and 

dout6  

Check sum statues if the output value 0 the data is 

correct else data has corrupted and need to 

retransmitted  

RETRANS1  CRC output checking state for received data if 

the output is equal to value 0 then the first byte is 

correct else data has corrupted and need to 

retransmitted 

RETRANS3  CRC output checking state for received data if the 

output is equal to value 0 then the third byte is 

correct else data has corrupted and need to 

retransmitted 

RETRANS2  CRC output checking state for received data if 

the output is equal to value 0 then the second byte 

is correct else data has corrupted and need to 

retransmitted 

RETRANS4  CRC output checking state for received data if the 

output is equal to value 0 then the fourth byte is 

correct else data has corrupted and need to 

retransmitted 
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░ Table 7:  Design summary of the transmitter and receiver circuit 
Logic Utilization used available Utilization 

Transmitter 

circuit 

Receiver 

circuit 

Transmitter 

circuit 

Receiver 

circuit 

Transmitter 

circuit 

Receiver 

circuit 

Number of slices 

LUTs 

114 156 28800 28800 0% 0% 

Number of fully 

used bit slices  

0 0 114 156 0% 0% 

Number of 

bonded IOBs 

95 118 360 360 26% 32% 

A comparison between selected references as mentioned with 

their listed number in table 8 to demonstrate the effectiveness 

of proposed method when applying both techniques at the same 

time. In addition, figures 17 and 18 have been summarized the 

comparison points for similar bit lengths as well as for different 

bit lengths. In table 8 and based to [65] comparison notes, LUTs 

number has huge differences despite 24-bit length differences 

between both techniques. The results compared with [71] in 

spite LUTs and IOB was less than the proposed method but it 

had a 30-bit difference and close to it. Also, the proposed 

method was utilized about <1% for both LUTs and IOB 

numbers, while some references have huge ratio like [69]. The 

results recorded also huge differences as shown in figure 17 

with about 1008 and 1788 for references values in [66] and [70] 

respectively. These outcomes demonstrate that proposed 

technique for combination two detection methods is succeeded 

in minimizing LUTs and IOB numbers. Table 8 also showed an 

impact differences with [7] of about 420, which is effect on 

memory and time parameters.  

 

░ Table 8:  Design summary Compared to related works for 

the same approaches based on selected references 
 

No. Bits LUTs IOB 

1- [64] 32 bits 568 168 

2- [65] 8 bits 284 36 

3- [66] 32 bits 1122 
Not 

Specified 

4- [67] 18 bits 58 23 

5- [68] 4 bits 33 16 

6- [69] 512*512 pixels 15.70% 15% 

7- [69] 512*512 pixels 16.58% 21.11% 

8- [70] 32 bits 1902 515 

9- [71] 2 bits 96 73 

10- [72] 64 bits 246 98 

11- [73] 32 bits 610 288 

12- [74] 32 bits 153 64 

Proposed 
32 bits 114 95 

method 
 

The comparison was done with 11 references related to same 

network application as well as with different fields. It was also 

suggested for same and different bit-length. Table 8 shows that 

LUTs and IOB numbers for the proposed technique obtained 

the best optimal value as also shown in figure 16. In [74], results 

were less than proposed technique in IOB numbers but with 39 

LUTs differences for the proposed technique. Comparison was 

also done for 512 * 512 pixels (24 bits) as well, with impact 

ratio differences for 2D and 3D of about 14.7% and 15.58% 

respectively for LUTs numbers. While for the same reference’s 

IOB numbers with huge difference of about 14% and 20.11 for 

2D and 3D images despite 8 bit-length differences. LUT is 

essential blocks assist designer to generate logical circuit and 

make it easier in FPGA or other circuit design. While IOB is 

referred to the connection between external and internal FPGA 

circuits.  
 

This work concluded as well that minimum number of LUTs 

impact on the complexity and increase circuit work 

performances as in FPGA. LUTs optimal number lead to fast 

operation and accurate use of circuit resources. While IOB 

numbers effect on timing, data integrity and reliability between 

internal and external connection units. For those reasons, well 

balanced and effective circuit design can be done by LUTs and 

IOB well optimized through hybrid techniques. 
 

 
(a) 

 

 
(b) 

Figure 17. Comparison results (LUTs and IOB) between proposed 

method and selected references for (a) Similar bit lengths and (b) 

different bit length. 
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Figure 18. Comparison differences (LUTs and IOB) between 

proposed method and selected references for Similar bit lengths 

 

░ 4. CONCLUSION 
To obtain more robust and reliable of detecting process in any 

electronic systems, combinations of two error detection 

methods was presented in this paper. CRC and Checksum 

provide more comprehensive detection mechanism which have 

the ability to catch different error types with a random bit place. 

Overall security also increased by implementing two steps of 

verifications which add additional layer of protection against 

data corruption or manipulation. The proposed model was 

applied for IP-v4 to provide security measurements for 

checking addresses that would prevent unauthorized access and 

identify theft. By verifying IP addresses for the sender, it 

ensures that the communication was connecting through a 

legitimate source. This proposed method also prevented 

malicious actors from occurring for another places and sites. 

The proposed method was also useful to protect sensitive data 

and maintain the overall security of networks or even for any 

electronic systems. In addition, programming error detection 

using codes such as Python language was useful for many 

reasons such as identifying the unexpected system behaviour 

for long period and before its utilization. Also, addressing issues 

that could occurred in the development process which solved by 

this step to save time and efforts. The proposed method was 

done using also VHDL plus Python to demonstrate its hardware 

and software high performances with 6 examples. All of steps 

are applied one by one with its results, outputs and calculations 

which shown in this paper. New combination process with new 

polynomial generation mechanism was presented that take just 

72 bits of memory with milliseconds only or even less 

depending on hardware. Generating polynomial of CRC based 

on IP, specifically for version. 6 offers a significant security 

benefit with potential limitation as well. Creating CRC 

polynomial equation based on IPv6 provide high detection 

capability through segmenting the IP itself into different fields. 

Also, CRC Polynomial Can be designed to aim common errors 

pattern typically in IpV6 addresses. Based on IPv6 addressers, 

CRC Polynomial creation add complexity in protocol 

implementation which lead to additional resource requirements. 

In addition, if the selected polynomial does not adequately align 

with IpV6 may be provide a compression between 

Performances and utilization. It is also should be complemented 

with additional security metrics, like Supplementing addresses 

that could be replaced at any time. 
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