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O ABSTRACT - In the contemporary landscape of digital healthcare, the confidentiality and integrity of medical images hav:
become paramourbncerns, necessitating the development of robust security measures. This research endeavors to address t
concerns by proposing an innovative image encryption scheme tailored specifically for enhancing medical image security. T
proposed scheme integes a sophisticated blend of symmetric and asymmetric encryption techniques, complemented by a nov
key management system, to fortify the protection of medical image data against unauthorized access and malicious Tampering.
proposed DNAbased encrypn algorithm leverages the unique properties of DNA encoding to securely scramble image data
providing an added layer of protection. By utilizing DNA sequences in the encryption and decryption processes, the seliesne ach
a high level of data confusicand diffusion, significantly enhancing security. The efficacy of the proposed encryption scheme is
validated through comprehensive experimental evaluations, which demonstrate its proficiency in ensuring data security wt
maintaining computational effiency. The scheme's compatibility with existing medical imaging systems is also examined,
affirming its seamless integration into contemporary healthcare infrastructimesiesearch contributes to the advancement of
medical image security by proposing an efficient encryption scheme that strikes a balance between stringent securintequirem
and practical implementation considerations. The primary contributions intheddevelopment of a DNAased encryption
algorithm and a novel key management aysteoth of which significantly enhance the security of medical images. This research
contributes to the advancement of medical image security by proposing an efficient encryption scheme that strikesetlwatamce b
stringent security requirements and gireal implementation considerations. By safeguarding the confidentiality and integrity of
medical images, the proposed scheme empowers healthcare providers to uphold patient privacy and trust in the digital
Experimental results show that this appioaasures robust encryption without compromising image quality, making it suitable for
sensitive medical imaging applications.

Keywords: Medical image security, Image encryption, Symmetric encryption, Asymmetric encryption, Data confidentiality, Data
Integrity.

The image is initially encrypted using the Linear Congruential
Generator (LCG). Linear congruential generator generates
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0 1.INTRODUCTION

random numbers. These numbers serve as an index for
rearranging an image's rows, columns, and pixels. To produce
random number sequencé®e second strategy employs logistic
maps. These random integers serve as an index for rearranging
an image's rows, columns, and pixels [2]. Lastly, image quality
metrics were used to compare the two techniques. Nevertheless,
in terms of Peak Signal to Noise Ratio (PSNR) and Mean
Square Error (MSE), it fails to deliver sufficient results. The
suggested method devised an effective image encryption
approach for medical image security to address this issue. The
original image was firstscrambled with Combined Linear

The growing distribution of medical images across networkiongruential Generator (CLCG) 47 and Bit Rotation Operation
has become an essential part of everyday life in medical syste O). procesr?es, and_then aE)Itered W'th. DlNA subsequenge
[1] due to rapid advancements in network technology and th@Perations. The association between pixel and entropy is
significant benefits of digital medical images in health’vealed by the proposed scheme. The results of the
protection. Beause medical images include sensitive patienfXPeriments revealed that when maximizing entropy, the
information, ensuring their secure storage and transfer ov&prrelation between pixels is Iowere_d. The Nu_mber_of Pixel
public networks has become a major challenge in medicdrhange Rate (NP_CR) and the peak signal to noise ratio (PSNR)
applications. The prior system devised an image encryptioﬁ(_ere also examined. _Th_e_ suggested _appro_ach ac_h|eve_s the
method based on the Linear Congttial Generator (LCG). ighest NPCR values, ingting that the dispersion of pixels in
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the encrypted image is high. The PSNR demonstrates superijmmove thatthe proposed algorithm can be sucbdsg the
encryption quality while requiring less execution time. encryption/decryption of the images with individual secret
keys, and the algorithm offers good encryption 22 impact.
In the medical field, it is critical to have a fast and accurateipher text designed using this technique will be highly
diagnosis. Presently, image transmission is a daily occurrencgissimilar in comparison with the actual image file and will be
and it is vital to create an effective method of securelygpt forachieving a transmission with improved security on the
transmitting them over the internet. Images may be securgfiternet. Therefore, this model yields an extra degree of security

using a vaety of methods. Hiding and Encryption methods arexg public key algorithm and the memory is efficiently used.
two large categories of image security solutions. Hiding

strategies function by concealing information behind a coveAuthors in [5] demonstrated a new approach involving secure
image, while encryption algorithms work by transforming themedical information transmission of patient inside medical
image into another unreduala image. Under hidden strategies, cover image is presented by hiding the data applying the
watermarking and steganography are the two most essenti@cision tree principle. Decision tree is a reliable approach that
approaches. Image encryption approaches rely heavily amakes decisios on the hiding the confidential information in
cryptography [3, 4] Several other techniques are available tmedical carrier image employing the secret information
directly encrypt data, such as RSA, DES, &#5. All these mapping technique. The RivéShamii Adleman (RSA)
methods are fundamental methods for encrypting text datancryption algorithm is applied for encoding the distinct
however they are not ideal for image encryption [5, 6, 7]. Theranformation of the patient. The result oistad of the RSA is

are intrinsic highlights in images, such as a high degree @frranged into different identically distributed blocks. In
repetition and a significant association amamgghbouing  steganography, secret cipher blocks are designated to carrier
pixels. These qualities like redundancy and strong correlatioimage for data insertion using the mapping technique that uses
can be used to benefit encryption. As a result, images wilbreadth first search. Receiver obtains the hidderiidemtial
require a welthoughtout approach to ensure their safety. Asmedical information of the patient applying RSA decryption,

demonstrated irigure 1, image encryption systems rely on and this way, just the authenticated user can identify the plain
three mechanisms. text.

Work in [11] presents a system that assures the secrecy,
credibility and authentication of images applying symmetric
and asymmetric key cryptographic algorithm, using

Image Encryption

¢ ¢ hybridization of two approaches like RivieShamii Adleman
¥ (RSA) and Advanced EncryptiorStandard (AES) for
Pixel ‘ Pixel H Visual authentication and confidentiality. To improve the image
Permutation Substitution Transformation integrity of the system, image watermarking is implemented

with the help of LSB hiding algorithm. Watermarking refers to
Figure 1. Basic Categories of Image Encryption Techniques the process o_f Conceallrjg one image within ano_ther for
copyright security. RSA will be employed for generating the
Position permutation computations scramble the informatiof€ys 23 and after it is produced, AES algorithm encrypts the
places within the image and are often insecure, but they aygatermarked image and transmits it over a network. At the
computationally efficient. The value transformation technique€ceiving side, the image decryption will be done and the actual
replaces the pixel value of the plain image with another valugvatermark imagevould be retrieved.
rovidingmore security, however they are generally more time : :
Fc)onsum?ng than pixe%ocationbasedycompgutationsY Visual Authors in [12] focused onhthehser(]:unty Ibevel pr(ﬁblems of an
; : image encryption approach, which combines Elliptic Curves
cryptography (VC) is a cryptographic approach that encrypt . L \
data such as text, images, and other types of data so that ré/ptography with Hill Cipher (.ECCHC)' In_this resear_ch
decrypted output is a stial image. A loutof-n limit VC is work, few drawbacks,and errors in the_ propqsed encryption
equipped for encoding a secret image into n shares or shadow _proach against few p_l{:\text and |d¢nt|f|eq plaitext
By printing the shares on transparencies and putting the tacks. Moreover, an additional problem issue is observed that
together, any group of k or more shares can show the sectBE key length is not adequately big to be reliable against brute
i ma g’e Any meet ihargsson thd othkr hand 1orc% arttaclf.Tg @%nd @e observed faults and to enhance the
yield no insight into the secret [8, 9. ' ‘encryption approach, a genkzaed cryptosystem is
’ recommended. In the improved form, the key matrix
In the work [10], the authors presented a novel imagelegotiation is respecified to a cipher, which merges a modified
encryption algorithm, which depends on Magic RectangléeC Integrated Encryption Scheme (ECIES) and the
(MR). Initially, the raw image is transformed into fragmentsgeneralization of linear multiplication matrix is perform for
sized a byte and then the block is substituted to be the MR valugfficient retort against the rigorous search attack. The
Also, the user selects the caitparameters of Magic Rectangle Usefulness of the proposed model is assessed and verified using
(MR) in random. Next, the image encryption is performed usin§laborate tests and modern security devices available. [6]
public key cryptography algorithms like RiveShamii ~ Presented a dual encryption process for the encryption of the
Adleman (RSA), EiGamal etc. The result of the experiment§nedical images. At fits the actual image is split into an
arbitrary number of blocks, which are reorganized within the
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image. The modified image later goes through the doublBikici B et al. [19] proposed integration of encryption

encryption procedure, in which the first one is lowfishtechniques with existing medical imaging systems, such as
encryption and the next one is Opposition based FlowdPicture Archiving and Communication Systems (PACS) and
Pollination (OFP) based signcryption algorithm for medicalElectronic Health Record (EHR) systems, has been a subject of

image security procedure. research to ensure seamless interopetyhihd usability while
maintaining data security. Dhananjayan S and GM Raj [20],
O 2. LITERATURE REVIEW Jahn et al. [21] have examined the challenges and strategies

volved in integrating encryption functionalities into

Symmetric encryption algorithms have been extensively . . o
y vp g ealthcare IT infrastructures, including issues relatesy/stem

studied in the context of medical imaging to ensure th tibil ‘ head d i
confidentiality and integrity of sensitive patient data. Jamil A ompatibility, performance overhead, and user acceptance.

and Rahma AM [13] have evaluated the effectiveness o atambeti R et al. [22] has explored methods for transparently

algorithms like DES and Hhim AT et al. [13] worked on AES er)crypting mediqal image data within gxisting qukflows .to
in securely encrypting medical images while maintainingmm'm'ze_ disruption and ensure effective protection against
acceptable |l evels of comput Hn@qthgrﬁegpcceésf ficiency. Mar wanos

[14] investigations have focused on optimizing parameters Su‘i'ﬂ/ang, L. et. al.,[23] introduced a lightweight image encryption

as I_<ey Siz€ a_nd encryption modes to heda security algorithm designed to enhance the security of medical images
requirements with practical implementation conS|derat|ons,Sing chaotic maps and genetic operations. This innovative

thus providing valuablt_e |nS|ghts_ Into th? sele_ct|on an pproach capitalizes on the inherent unpredictability of chaotic
deployment of symmetric encryption techniques in medic

. . aps and the variability introduced by genetic operations to
Imaging systems. create a robust encryption scheme that is both secure and

Ahmed ST et al. [15] and Rehman MU et al. [16] have exploreaomputationally dfcient. The significance of this study lies in

arious image encrvbtion techniaues tailored specifically foftS ability to provide a high level of security without
varous imag ypl 1qu ! pectiicaly mpromising the perfamance, making it suitable for retne

healthcare applications, aiming to address the unique securi dical licati £ . tal Its d trated th
challenges associated with medical image data. Studies hal Ical applications. EXperimental results demonstrate e

investigaed the application of traditional symmetric encryptionagor'thm'S .effectlveness_ n r.es's.“.”g various type_s of
algorithms, such as Advanced Encryption Standard (AES) angyptograpmc attacks while maintaining low computational
Data Encryption Standard (DES), in securing medical imagegverhead. However, the study does notyfuéxplore the

while considering factors such as computational efficiency an calability and _practical implemen_tation challenges in diverse
robustness againsttacks ealthcare environments, suggesting a need for future research

to address these aspects and optimize the algorithm for broader

Additionally, Hamza A and Kumar B [17] have delved into theclinical use.
use of asymmetric encryption algorithms, including RSA and_, .
Elliptic Curve Cryptography (ECC), particularly in scenariosShm J .et. al.,[24] prc_)posed a novel quantum cryptography
involving key management and secure communication Oltgase_d Image encryption method_ that leverages the quantum
medical imagedata. Asymmetriencryption techniques, such . ourier transform (QFT) and logistic map to secure medical

as RSA and ECC, have garnered attention for their role ifnages. By integrating guantum mechanics with classical
securing healthcare data, including medical images. ResearERCTYPtion techniques, tiseudy presents an advanced approach

has explored the applicability of asymmetric encryption int© enhance data security through principles such as

scenarios where key distribution and sectcmmmunication are superposition and entanglement, making the encrypted data

critical, especially in environments with multiple stakeholdersh'gh|¥ regstg_nt to |n.terc.ep.t|on and .decryptlon attempis. The
and diverse access requirements, study's significance lies in its potential tffev a futureproof

solution against emerging quantum threats, ensuringtenmg

Du S. et al. [18] have examined the performance and Sca|abi|i§ﬁcurity for sensitive medical data. The eXperimental validation
of asymmetric encryption algorithms in encrypting andshowcased superior security features and computational
decrypting medical image data while addressing challengegfficiency, suitable for redime applications. Nevéreless, the
such as key management and computational overhead. K@pactical implementation of this quantum encryption in current
management systems taiorfor healthcare environments have medical systems poses significant challenges, including the
been investigated to ensure secure generation, distribution, aRged for specialized hardware and substantial computational
storage of encryption keys used to protect medical image dat@sources, highlighting an area for future research to devel
Research in this area has focused on developing robust kgasible integration strategies.

}%ingh, K., and Kumar, S. [25] developed a hybrid encryption

Health Insurance Portability and Accountability Act (HIPAA) meEtgod t_hr?t Sﬁln;bines the_ Advanced Encrypt(ijqn ISt_andard
and the General Data Protection Regulation (GDPR). Studie(é ) wit A sequencing to secure medical image
have explored various key management strategietding transmission. This duddyer approach leverages the robustness

key revocation, rotation, and recovery, to enhance the overaﬂr AES for foundr_;\tlonal engption and 'Fhe unique properties
security of medical image encryption systems of DNA sequencing to introduce additional complexity and

security. The study's contribution is significant as it not only
enhances encryption strength but also maintains computational
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efficiency, crucial for practical healthcare applications. Thestringent access control, addressing critical concerns in
experimental results confirmed the method's robustness agaimstributed healthcare environments. The study highlights the
various cryptographic attacks while preserving high imagesignificance of blockchain in providing a transparent, tamper
quality. However, the study does not address the complexitiggoof record of all transactions, thereby enhancing data integrity
and practal challenges associated with the DNA encoding andnd regulatory compliance. Simulation results demonstrated the
decoding process in rewlorld medical imaging systems, framework's capability to maintain security and scalability for
suggesting further research is needed to optimize theseatltime medical imaging applications. Nonetheless, the study
processes and ensure seamless integration into existidges not fully address the potential implementation challenges,
workflows. such as resource intensity and integration complexities with
existing healthcare infrastructures, indicating a need for future
Li, Y. et al.,[26] introduced a blockchalvased framework to  research to develop optimized blockchain solutions tailored for
enhance the security and traceability of medical image sharingealthcare settingable 1presents the comparative study of

among healthcare providers. By leveraging the decentralizegkisting approaches.
and immutable nature of blockchain technology, the framework
ensures saure recorekeeping, robust key management, and

O Table 1. Comparison of existing mechanisms
Method Authors Encryption Key Features Strengths Weaknesses
Techniques
DES Jamil AS, Rahmg Symmetric Block cipher, short key Simple, widely studied | Vulnerable to brute forcg
AM [13] length attacks, less secure compar
to modern algorithms
AES Hashim AT et al.| Symmetric Block cipher, variablg Strong security, widely| Computationally intensive
[13] key length (128, 192| adopted
256 bits)
Optimized Marwan et al.|] Symmetric Key size and encryptiol Balances security an| Requires careful paramet
Symmetric [14] mode optimization practical selection
Encryption implementation
Parameters
Various Image| Ahmed ST et al| Symmetric Traditional algorithms| Established methody Security vs. computationg
Encryption [15], Rehman (AES, DES) widely understood efficiency tradeoff
Technigues MU et al. [16]
RSA Hamza A,| Asymmetric | Public and private key Strong security, suitabl{ Requires longer keys fo
Kumar B [17] pair for key management an| equivalent security
secure communication | computationally intensive
ECC Hamza A,| Asymmetric | Uses elliptic curves fol High security —with| More complex mathematicg
Kumar B [17] encryption shorter keys, efficient | basis, less mature than RSA
Asymmetric Du S. etal. [18] | Asymmetric | Performance an( Robust key| Computational overhead
Encryption scalability, key| management, scalable
Performance management
PACS and EHR) Dikici B et al. | Integration Seamless Ensures data securii Performance overhead, us
System [19], with existing | interoperability, within workflows acceptance
Integration Dhananjayan g systems usability, system
and GM Raj [20], compatibility
Jahn et al. [21]
Chaotic Maps + Wang, L. et. al| Symmetric Sensitivity to initial| High  security  and Scalability and
Genetic [23] with chaotic| conditions, genetiq efficiency, resistant tq implementation challenges i
Operations maps and| variability differential and| diverse environments
genetic statistical attacks
operations
Quantum Shin J et. al. [24]| Quantum and Utilizes quantum| Superior security Requires specialize
Cryptography classical Fourier transform ang features inherent i hardware and significan
(QFT + Logistic combined logistic map quantum mechanics, computational resources
Map) resistant to quantun
attacks
AES + DNA| Singh, K., &| Symmetric Combines robust AEY Enhanced security an| Complexity in DNA encoding
Sequencing Kumar, S. [25] | with hybrid | encryption with DNA| efficiency, minimal| and decoding processe
approach sequencing for adde| impact on image quality implementation challenges
complexity
Blockchain Li, Y., et. al [26] | Decentralized| Leverages blockchail Secure recortteeping,| Resourcdntensive,
Based ledger for key| for secure, immutabl¢ robust key managemen integration complexities with
Framework management | recordkeeping and| transparent and tampe| existing healthcare
access control proof records infrastructures

Website:www.ijeer.forexjournal.co.in

An Efficient Image Encryption Scheme for Medical Image @


https://www.ijeer.forexjournal.co.in/

. FOREX International Journal of

Publication Electrical and Electronics Research (IJEER)
Open Access | Rapid and quality publishing Research Article | Volume 12, Issue 3 | Pages 963-974 | e-ISSN: 2347-470X
O3 PROPOSED SYSTEM rotated using bit rotation operation and converted in to parallel

s gi)]rm with serial to parallel converter (SIPO) further at receiver
G Ide it is been retrieved using parallel to serial converter (PISO).
he main purpose of using SIPO and PISOnglawith
itrotation operation is to increase the effectiveness of the
algorithm.

In this proposed research work, DICOM images are taken a

input. Here, Combined Linear Congruential Generator (CLC

is utilized to scramble the input images, thus the overall securi

of the images can be enhanced more. The complexity of t

frameworkis increased considerably by giving thigh-quality

input images for processing. _That W'" require more computin er2par(i,j)is the function which converts serial to parallel data.

power for processing which might leads to INCreaseGrhe next step will be getting the length by usinghich is

complexity of the proposed system. The process requires Iong?f)ecified in the function.

period generator for impuising the algorithm. The solution is

Combine more than two multiplicative congruential generatorg(+1:ceil (I/j)*j) = 0 which species the condition and

for producing a generator with better arithmetic properties agonversion process starts here

well as randomly distributed pixels. The working process of

CLCG is given below. k = 1:ceil(l/j) after which the datas are converted in bits wise
using the function

Assume, random variables, which are having discrete values o . o )

and independent asd¥, Wy 2 € &Q For\kample, ifone output( i i, ) = i nputlfjf+H( kT 1)E)bi t s

random variable \& lis having uniform distribution with

values from 0 tax 1 1 2Zhen, AnotheWi,1also included in C

distribution procedure hence the pixels get distribute

uniformly

In receiver end parallel to serial conversion process using the
Junction par2ser(r). The next step will be finding the size of
matrix using which the conversion process starts [m,n] = size(r)
The iteration starts here with specify size of matrix (i = 1:m)
Wi=(B  ®ijé ¢ QBT 1) 1) and the conversion process of parallel to serial starts as follows.

Where Discrete random variable andRumber of integers output ((iiT1l) *n+1:ili ") 1)

With uniform distribution on integers from 01 7 2 s i Mhdse@BRO methods which are integrated with the CLCG

the other term Wi,1 also distributed but with the decodedneihod will resultant with the scrambled input images. This

operations which proves to be distribution of pixels in VeNYinput image will be utilized for the data hiding purpose. The
effective method. The iteration value decides the eﬁectiveneﬁorking process of data hiding is given in the following sub

of the algorithm here the random generator which we havgg tions.

chosn is good enough and the modification is made in random

distribution variable with iteration. Data Hiding Process Data hiding is used for embedding secret
messages in medical images. The working procedure of the data

From various k multiplicative congruential generatdtstput hiding procedure proposed in this work is given below:

is assumed asXi , 1, Xi , 20 Heré, multiplicétive
congruential generators are modified bydifferentbandstructurle i iqinal . £ 8 bit with d
of image. Multiplierdj and prime modulus j are there in' hput an original grey imaga(x,y)o It with m rows and n
generator with perioddj 7. 1Produced integersi,j with columns.

uniform distribution on integers in range [1¢] T1].1
Wi , j =X ihavjng uniform distribution on integers in
rangep,dj 1]2

1 Binary matrix A_ is formed by converting image A with
(x,yx12) size and twelve biplanes are formed by
dividing A_. Then compose, first and eighth, second and

Xi=( (71 1)j 1 1d4i1,1j) mo d ) seventh, third and sixtiourth- and fifth-bit planes. So,

it results in six biplanes.

—® 1
Hence,"Y . 3) 1 For six-bit planes, DNA encoding is performed and it
—w 0 produces six coding matriced, P2, P3, P4, P5, P&ith
X is output and maximum possible period of that generator is (M, 1) size. Here subsequences of DNA are represented
given by asP1, P2, P3, P4, P5, P6.
0 i 8858 " (4)  Here, use of five DNA subsequence operations types introduced

along with linear congruential generator for the improvement of
Bit Rotation Operation The CLCG method utilized in this security issue in both encryption method and decryption
work is applied to scramble tlgput images. To improvise the methods. After data hiding, secret message embedded image
CLCG operations, in this work Bit Rotation Operation iswill be shaed with the server for the data communication. In

integrated with the CLCG where the image pixels will bethis work transmission is carried out through the LTE network
rotated, thus the encoding of images can be done securely. f§} the faster and reliable communication.

the BRO (Bit Rotation Operation) Scheme, the imBA(ig) gets
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| Original HScrambled H Create bit HDI\'AencodeH Produce DNA ‘ 4. DNA subsequences operations are performed on "b_i" to
image image planes subsequences correct any errors or finalize the decoding process.
KE')‘ H ~ HI1I HAS ~ A
This can be represented as 'b_i" = O(b_i")", where "O" is the
Encrypted Execute Recombine bit DNA decode DNA subsequences Subsequence Opera'[ion funCtiOﬂ_
image 1 XOR 7 planes ha operations
5. Recombine the bit planes "b_i"" to produce the decrypted
Figure 2. DNA-based Encryption and Decryption Algorithms Block image "I_dec’.’|_dec = [b_0", b_1", ..., b_7"T, where each

Diagram "b_i" is combined to form the final pixel matrix.

Figure 2 illustrates the overall processing flow encryption End Algorithm
process carried out in the medical image security. Here initially
input images will be scrambled and the bit planes will bén the realm of digital security, safeguarding visual data stands
generated. From the generated bit planes, DNA encoding wils a paramount concern, particularly with the eyewing
be done which will esultant with the DNA sequences. After exchange of images over various digital platforms. The DNA
DNA sequence generation, decoding will be performed whiclbased image encryption and decryption algorithm presents a
will result with the recombines bit planes. These regenerated hibvel and sojpisticated approach to ensuring the confidentiality
planes will be processed using XOR operation to generate thed integrity of such data.The algorithm is rooted in the
encrypted images. principles of biological DNA sequences, leveraging their
inherent complexity to encode and encrypt image data. The
encryption process begins withe scrambling of the original
Input: Original image I', Key "K' image using a specific key, which serves to disorganize the
Output: Encrypted image "I_enc’, Decrypted image 'I_dec” Pixel information, thus rendering it incomprehensible to
unauthorized viewers. This initial step is pivotal in thwarting

DNA-Based Image Encryption and Decryption

Encryption Process: any attempt to decrypt the image without¢beresponding key.
1. Scramble the original image I" using key "K' to get aFollowing the scrambling, the image is dissected into bit planes,
scrambled image 'I_s". which are then encoded using DNA sequencing rules. This step

is akin to translating the visual information into a genetic code,
here each bit plane corresponds to a unique sequence of DNA.

The resultant DNAencoded bit planes are further segmented

2. Create bit planes from the scrambled image 'I_s". into subsequences, introducing additional layers of complexity

Represent'|_s as'|_s=[b_0,b_1, ..., b_7], where b_i is thend enhancing the cryptographic strength of the encryption.

i-th bit plane.

Let "P" be the pixel matrix of *I', then scrambling can be define
as:'l_s = S(P, K)', where 'S’ is the scrambling function.

The final encryption step involves an XOR operation with the
3. DNA encode each bit plane "b_i" to get DAcoded planes key, effectively locking the DNA sequences. The XOR
‘D_i".Let 'E’ be the encoding function, then 'D_i = E(b_i)".  operation is a fundamental logical gate in cryptography, known
4. Produce DNA subsequences "D_sub” from the EBNéoded f(;r |tsf simplicity and effec_:twe_m;:]ss '?] altering dlata. ':'hek kﬁy’
planes 'D_i"."D_sub = [D_sub_1, D_sub_2, ... D_sub_n]"f erefore, actas a genetic cipher that can only unloc the
where each "D_sub_i" is a subsequence produced by a specﬁﬁfambbd DNA sequences if applied corredﬂycryp_tlor_], on
rule set. the contrary, is the reverse process and is equally intricate. The

encrypted image undergoes an XOR operation with the same
5. Execute XOR operation with the key 'K’ on the DNAKey, retrieving the origiai DNA subsequences. These
subsequences 'D_sub’ to produce the encrypted imagebsequences are then recombined and decoded from the DNA
‘l_enc’.’l_enc = D_sub K, where$ denotes the XOR format back into bit planes, which are subsequently processed
operation. to correct any discrepancies and reconstitute the original image.
The crux of this algorithm lies in its utilization of DNA
qsequencing, which offers a myriad of encoding possibilities due
o the vast combinations of nucleotide sequences. This
characteristic not only elevates the security of image encryption
but also pave the way for future exploration into genetic
2. Recombine bit planes from 'D_sub" to get Dhidcoded algorithms for data security.Through this innovative
planes 'D_i".’D_i' = R(D_sub’)’, where ‘R’ is the convergence of biotechnology and cryptographic techniques,
recombination function. the DNA-based image encryption and decryption algorithm

stands as a testament to the ingenuitsnotlern cryptography.
3. DNA decode eacidNA-encoded plane "D_i" to get bit |t encapsulates a forwattinking approach to protecting visual
planes "b_i".Let ‘D" be the decoding function, then 'b_i" Jjata, ensuring that it remains secure in an increasingly
D(D_i) interconnected digital landscape.

Decryption Process

1. Execute XOR operation with the key "K* on the encrypte
image “I_enc’ to retrieve the DNA subsequences "D_sub’.
‘D_sub'=1_eng K.
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O 4. RESULTS AND DISCUSSIONS o

In MATLAB simulation environment, proposed research
wor kos performance anal ysi <
outcome is shown in the followinfigure 3 In this work i
DICOM images are added in proposed research section fi - E 7

analysis of medical image security. o ee e gag s ae Ten e ag jee e et Caer sm g ope e ae

HC: ariginal image 2 WC: encrypred versicn 2 C: orlginal image 2

Quality MeasuresOriginal and Encrypted Images Correlation
Values

Pivet positiony

The correlation of original image is close to 1 it represents the
pixels are very close to adjacent pixels because of that the ne
pixel can be 55 easily predicted from theighboring pixels.
Where as in encrypted image the correlation is reduced becat
of pixels is distributed uniformly.

HC: encrypred version 3 VC: ariginal image 3

SR 55 85 15 ST

Images Original Scrambled Encrypted Decrypted i Sk . I I €l

O R T 13 5
Pkl gositien x Pixet pasiten x Pieel posrian

HC: ncrypred ver

VC: ariginal image 4

image version version version . AC:erainal mied .

G665 16 15 20 25 34 35 40 G0 85 16 15 23 25 30 35 48 To G5 10 15 78 5 36 35 48
P gosition x Pixes pciion x Praet porion

HC: original image 5 HC: encrypred versicn 5 VC: originalimage 5

Figure 4. Correlation Graph 1

Figure 4 provides a visual summary of the correlation
properties of pixel values in a set of images, both before and
after undergoing an encryption process. Each row corresponds
to a distinct image, with the first column showing the 'HC:
original image' in its unerypted state, characterized by a
Figure 3. Simulation Output discernible pattern or trend in the data points. This pattern
. . . . suggests a strong correlation between adjacent pixel values,
Figure 3presents a c?mgarat;_ve \Q?V\.’ of a s%quelnce of imay hich is typical for unaltered images where pixel intensity
F(;\?VC?ZSIPegs:r:?spsaagi?fcleerentto ir:1vae b,lt?tllrl]cttj ][ne |c|a scar;si Ea angegradually encrypted versiorgxhibits a stark contrast,
P gapelied from Imagel o ¥£th the pixel values now appearing as a random scatter. This

!magelis, an'd displays four §ta|ges C,)f processing: the IOr|g|n ndomness is indicative of the successful encryption of the
!mage,the Scrgml?led vers_pn,the Encrypted versmn,am_j trﬂ!tn'lage which aims to eliminate any discernible pattern and
Decrypted version'. The original images are from MRI, Whlchrn :
contain critical and detailed anatomical informatioThe

scrambled versions exhibit a high level of distortion, with

structural details becoming indirnible streaks, indicating a

original image’, represents a different viewing angle or an
additional representation of the original image, displaying the

) Lo ._correlation from another perspective. However, it still maintains
transformation that has significantly altered the spat|ag hersp

. . visible structure or pattern, consistent with groperties of
arrangement of pixels. The encrypted versions are even moge unencrypted image
obfuscated, showcasing a stdtie pattern that suggests a '

robust encryption algorithm has been employ@decure the  From top to bottom, 'Image 1' through 'Image 5' demonstrate
data, rendering it unintelligible to unauthorized viewers. The/arying degrees and types of correlation in their original form,
final column reveals the decrypted versions, which, remarkablyyhich ~are then uniformly obscured in their encrypted
display a clear reconstruction of the original scans, signifyingounterparts. This set of images serves as a clear demonstration
the successful retrieval of the original data friive encrypted  of the encryfion algorithms efficacy in disrupting the
state. This visual representation underscores the effectivenessyrelation that is inherent in the original images, which is a
of the cryptographic process in preserving the confidentiality ofrycial aspect of visual data security. The process ensures that
sensitive medical images without compromising their integrityany meaningful information is concealed, rendering the image

which is essential for maintaining patient pdyaand ensuring  secure from unauthorized interpretatior use.
secure medical data transmission.
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The image series ifigure 5offers a detailed exposition of the protocols because it implies that the algorithm does not produce
encryption process, specifically examining how an encryptiopatterns or structures that could be exploited by attackers,
algorithm manipulates the correlation between pixel values inegardless of the input image's characteristics.

images. This is critical because in an unencrypted image, the

pixels often exhibit a high degred correlation;neighbouring The image series underscores the algorithm's ability to
pixels usually have similar or related values which formeffectively eliminate the inherent correlation in an image's pixel
recognizable patterns or images. This is especially true fofalues, achieving a state that ensures the encrypted data is
structured data like photographs or scans, where the conteficure. It confirms that the algorithm produces a high level of
within the image ditates thecorrelation. Theconsistency entropy, which is fundamental for protecting against
observed in the randomness of pixel values between the 'v@'yptographic attacks, thereby making it a vital component of
and 'DC' encrypted versions suggests that the algorithm &&cure image encryption protocols.

reliable and uniformly applies its transformation irrespective of

the original image's content. This is paramount for enigp

VC: Encrypted v DC: Original | DC: Encrypted v

VC_encrypted_version_1 DC_original_image_1 DC_encrypted_version_1

“ Ll ~}A'4’AA w0 . b .“‘
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T T . . v T T v T T
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Figure 5. Correlation Graph 2

OTable 2. Correlation Comparison
Correlation
HC VC DC
| mges Origin Encrypt Origin Encrypt Origin Encrypt
| mage 0. 4511 0.1022 0.792] 0.0079 0. 264¢ 0.01614
| mage 0. 977 0.3473 0.993]1 i0. 0183 0. 976 0.0128
| mage 0. 976 ¢ 0.2925 0.993 i0.0125 0.9751% 10. 0061
Il mage 0. 972 0.1674 0.972] 0.0018 0. 9491 i0. 0753
Il mage 0. 969 0.1649 0.941] 0.0030 0.916 0.0251
1 = _ o The quality parameter Correlation calculates the image
properties in terms of mutual relationship between pixels
5% (Vertical, Horizontal and Diagonal). Cryptosystem quality can
‘_§ 06 be computed using this parameter. Correlation of original image
£ is close to 1 itepresents that pixels are very close to adjacent
~ o4 pixels because of that the next pixel can be easily predicted from
- the neighbouringpixels. Where as in encrypted image the
0 I I correlation is reduced because of pixels is distributed uniformly.
o i i | _—
Original Encrypted Original Encrypted Original Encrypted O Table 3. Entrophy Comparison
HC VC DC Entro py
Himagel HImage2 MHimage3 Mimage4 BImage5 | ma ges Or i g i nal Encr Yy pt ed
Figure 6. Comparison of Correlation of various methods for I magel 2.1582 2.6819
encrypted and decrypted images I mage?2 1.7763 2.9790
Il mage3 1.6550 2.9185
T_he_ bargraph ifigure 6illustrates the corre_lation.levgls_of five M ma gea 1. 3627 > 8214
distinct images (Image 1 to Image 5) in their original and 5 T 6319 7331
encrypted states across three different categories: HC, VC, and M9 ¢ i i
DC. The correlation is measured on thaxys, ranging from 0
to 1. For the HC (horizontacorrelation), VC (vertical 3 . — o
correlation), and DC (diagonal correlation) categories, the . . [
original images exhibit high correlation values close to 1 _
indicating a strong relationship between pixel values & *
Conversely, the encryptethages display significantly reduced 2 15
correlation values, approaching 0, signifying that the encryptio
process has effectively disrupted the original patterns an
correlations in the images. This stark contrast between tt o5
original and encrypted states demstrates the efficacy of the | | | | |
encryption algorithm in eliminating inherent correlations, Image 1 Image 2 Image 3 Image 4 Image 5

thereby enhancing the security and robustness of the ima

. M Entropy Encrypted
encryption process.

M Entropy Original

Figure 7. Entrophycomparison of different images
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The bar graph irfigure 7 compares the entropy levels of five Table 4 presents a quantitative comparison between the
different images (Image 1 to Image 5) in their original andencryption quality metrics of five distinct images, employing
encrypted states. Entropy, represented on texis, is a two standard measures: the Number of Pixels Change Rate
measure of randomnessumpredictability in the image data. In (NPCR) and the Peak SigraiNoise Ratio (PSNR). The
the graph, the original images exhibit lower entropy valuesNpPCR values, expressed in percentage remarkably high
indicating a higher degree of predictability and structuredhcross all images, all hovering around the 99.5% mark. Such
information. In  contrast, the encrypted images showajyes indicate an almost complete alteration of the pixel values
significantly higher entropy values, demansing increased postencryption, suggesting that the encryption algorithm is

randomness and complexity. This substantial rise in entrOpNighly effective in modifying the images to 4ate that is
after encryption indicates that the encryption process haﬁgnificantly different from the original
successfully transformed the images, making the data more '

secure by reducing predictability and increasing resistance Bn the other hand, the PSNR values, provided in decibels (dB)

statistical analysis and attacks. The consistent increase Do insiaht into th litv of the d ted | d
entropy across all images highlights the effectiveness of thg Tor INsIght Info the quallty of the decrypied Images compare
encryption algorithm in enhancing data security to the.or|g|'nal images. I_—||gher PSI_\IR values generqlly denote
less distortion and a higher quality of reconstruction. The
Entropy is uncertainty of a distribution of the pixels. In ourprogression from Image 1 to Image 5 shows an ascending trend
algorithm Maximum entropy ranges for encrypted medicain PSNR values, with Image 5 exhibiting the highest PSNR at
images in the range of 2.90+0.23 and 2.96+0.24 which shows0.23 dB, implying that the decrypted version of Image 5 retains
the effectiveness of scheme. Number of Pixel Change Rathe highest fielity to the original image. This table effectively
(NPCR) shows the numbef pixels change rate. It indicates demonstrateshe encryption algorithm's proficiency in both
percentage changes with reference to original image. For plagecuring the images through encryption and maintaining their
text imagelo(i,j) and encrypted imagend(i,j), equation gives integrity upon decryption.
mathematical expression of NPCR which compares the two
images bit wise and result are 8% which shows the ¢ Table 5: PSNR Comparison

maximum pixel change occurred in Encrypted image. Images | Linear Combined Linear Congruential
v o Bf R Congruential Generator (CLQG) with  Bit
buoY——2pTm (5) Generator Rotation Operation (BRO)
(LCG)
Where,D(i,j)= 0, if ‘O, )= @vss (ij) , else D(i,j= 1, w | !magel| 9.6 27.63
represents image width, H represents image height. Image2| 9.73 26.42
Peak Signal to Noise Ratio (PSNR) is quantitative analysis usedmage3 | 10.01 27.48
for evaluating image quality. In our algorithm we are Image4 | 9.20 28.36
concentrating on encryption scheme which justifies the quality
of algorithm with PSNR. Between plain teimage and | mages| 9.88 27.21
decrypted image, pixel value changes are measured using this
parameter. PSNR is given as, Table 5presents a comparative analysis of the Peak Signal
Noise Ratio (PSNR) values for a set of five images when
0 Y0 Ypml 1 C — - - = (6) subjected to two different random number generation

techniques: the Linear Congruential Generator (LCG) and the
Where, M represents image width, N represents image heigfﬁomb'r_‘ed Linear C_ongruentlal Gere_t&)r W_'th Bit Rotat|or_1
P(i,jrepresents plain text image pixel valiXj,j) represents Operation (CLCG_Wlth BRO). PSNR is a widely used metric tp
decrypted image pixel valueBable 4g i v es pr op o s 'BERSUR e gLty gf Leconstructed images after compression
obtained PSNR values. The higher the value of PSNR witR" €ncryption, with higher values indicating better quality.
respect to encryption algorithm higher the quality it just the

conflict by other schemes. The data in the table reveal that the PSNR values for the images
processed with the CLCG combined with BRO are substantially
O Table 4. NPCR and PSNR Comparison higher than those processed with only the LCG. This significant
Images NPCR PSNR (B) increase in PSNR values suggests that the combination of
(dB) CLCG with BRO yields a more favourable quality of the
Imagel 99.5072 38.15 reconstructed image, potentially providing a more robust and
Image2 994720 3920 reliable method for image encryption or compression tasks. Itis
Image3 09.6824 45.20 noteworthy that Image 4 benefits the most from the enhanced
Image4 99.5802 48.25 technique, indicating a jgsible affinity between the content of
Image5 99 5691 5023 this specific image and the applied method.
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ELCG B CLCG-BRO O 5. CONCLUSION
30 The first work designed an efficient image encryption scheme
for medical image security.o improve the overall security of
25 the images the medical images are scrambled using Combined
& 20 Linear Congruential Generator (CLCG) with Bit Rotation
= Operation (BRO). Then bit planes will be generated and DNA
ﬂzd 15 encoding will be done. After DNA sequence genergti
% decoding will be performed which will result with the
10 recombines bit planes. These regenerated bit planes will be
processed using XOR operation to generate therypted
. images. The encrypted image is given as input to the system
0 - i i _ . . which will be XOR ed to generate the bit planes. These
Image 1 Image? Image3 Image4 Image5 generated bit places will be encoded and the DNA sequences
will be generated. From the DNA sequences scrambles images
Figure 8. PSNR Comparison will be generged and will resultant with the original imagene

primary contributions of this work include the development of
The performance of the proposed Combined Lineam novel image encryption scheme that integrates CLCG with
Congruential Generator (CLCG) with Bit Rotation OperationBRO and DNAbased encoding and decoding, enhancing the
(BRO) scheme is compared with existing Linear Congruentiagecurity of medical imagedhis approach also demonstrates
Generator (LCG) method interms of PSNR. haxis images significant improvements in PSNR and Bit Error Rate (BER),
are taken and PSNR is taken aaxis. The experimental results indicating better image quality and security. From analysis
show that the proposed CLEBRO scheme attains 27.21 dB outcome, it is confirmed that designed method can enhance the

of PSNR whereas LCG achieves 9.88 dBifeages 5. medical image security with increased qtyalvhere it attains
better PSNR and Bit Error Rate (BERThis contribution
O Table 6. BER Comparison of Received Image provides a significant advancement in the field of medical
Images | Linear Congruential | Combined Linear image encryption, ensuring robust security while maintaining
Generator (LCG) Congruential ~ Generator high image quality.
(CLCG) with Bit Rotation
Operation (BRO
magel [ 12 Speraton (BRO) O REFERENCES
[1] Lundervold AS, Lundervoldh. An overview of deep learning in medical
Image2 | 11.85 6.2 imaging focusing on MRI. Zeitschrift fur MedizinischePhysik. 2019 May
Image3 | 10.00 7.2 1,29(2):10227.
Image4 | 14.5 9.2 [2] Gaffar A, Joshi AB, Singh S, Mishra VN, Rosales HG, Zhou L, Dhaka A,
Mishra LN. A Technique for Securing Multiple Digital Images Based on 2D
Images | 13.2 8.2 Linear Congruential Generator, Silver Ratio, and Galois Field. IEEE Access.
2021 Jul 1;9:961250.
BLCG B CLCG-BRO [3] Hussain AZ, Khodher MA. Securing Medical Images Using Chaotic Map
16 Encryption and LSB Steganography. Revue d'IntelligenceArtificielle. 2024 Feb
1:38(1).

[4] Tanveer MS, Md. Rokibul Alam K, Morimoto Y. A mulsitage chaotic
encryption technique for medical image. Information Security Journal: A
Global Perspective. 2022 Nov 2;31(6):655.

[5] Jain M, Choudhary RC, Kumar A. Secure medical image steganography
with RSA cryptography using decision tree. In2016 2nd international
conference on contemporary computing and informatics (IC3l) 2016 Dec 14
(pp. 291295). IEEE.

[6] Avudaiappan T, Balasubramanian R, Pandiyan SS, Saravanan M,
| : . : Lakshmanaprabu SK, Shankar K. Medical image security using dual encryption

Image 1 Image2 Image3 Image4 Image5 with oppositional based optimization algorithm. Journal of medical systems.
2018 Nov;42:11.

Figure 9. BER Comparison of Received Image [7] Norcen R, Podesser M, Pommer A, Schmidt HP, Uhl A. Confidential storage

. ) . ~and transmission of medical image data. Computers in Biology and Medicine.
The BER comparison of received image of the Combinedoo3 mMay 1;33(3):2722.

Linear Congruential Generator (CLCG) with Bit Rotation g M R K 2 AK. Raitha B. An extended visual . h
: : : : aurya R, Kannojiya AK, Rajitha B. An extended visual cryptography
Operation (BRO) scheme is compared with the I‘Ineaeechnique for medical image security2020 2nd International Conference on

Congruential Ge'f‘erator (LCG). methOd-_ Iraxis images aré |nnovative Mechanisms for Industry Applications (ICIMIA) 2020 Mar 5 (pp.
taken and BER is taken asayis. Fromfigure 8, it can be 415421). IEEE.

concluded that the proposed CLCBRO scheme attains 8.2 % [@Judith 'D & Mar GJ ASurve on
of BER whereas LCG achieves 13.2% ifoages 5. using Visual Cry p)t/ ography Tec hyn ique

Website:www.ijeer.forexjournal.co.in An Efficient Image Encryption Scheme for Medical Image


https://www.ijeer.forexjournal.co.in/

FOREX International Journal of
Publication Electrical and Electronics Research (IJEER)
Open Access | Rapid and quality publishing Research Article | Volume 12, Issue 3 | Pages 963-974 | e-ISSN: 2347-470X

Revolution in Computer Science & Communication Engineering, 2015, vol. 1Creative Commons Attribution (cc BY) license
no. 7, pp. O6L1. (http://creativecommons.org/licenses/by/4.0/).

[10] Maurya R, Kannojiya AK, Rajitha B. An extended visual cryptography
technique for medical image security. In2020 2nd International Conference on
Innovative Mechanisms for Industry Applications (ICIMIA) 2020 Mar 5 (pp.
415421). |[EEE.

[11] BJ SK, Nair A, VK RR. Hybridization of RSA and AES algorithms for
authentication and confidentiality of medical images. In2017 international
conference on communication and signal processing (ICCSP) 2017 Apr 6 (pp.
10571060). IEEE.

[12] Benssalah M, Rhaskali Y, Drouiche K. An efficient image encryption
scheme for TMIS based on elliptic curve integrated encryption and linear
cryptography. Multimedia Tools and Applications. 2021 Jan;80(2)-2081

[13] Hashim AT, Jabbar AK, Hassan QF. Medical image encryption based on
hybrid AES with chaotic map. InJournal of Physics: Conference Series 2021
Aug 1 (Vol. 1973, No. 1, p. 012037). IOP Publishing.

[14] Jamil AS, Rahma AM. Cyber Security for Medical Image Encryption using
Circular Blockchain Technology Based on Modify DES Algorithm.
International Journal of Online & Biomedical Engineering. 2023 Mar 1;19(3).

[15] Ahmed ST, Hammood DA, Chisab RF-NBji A, Chahl J. Medical Image
encryption: A comprehensive review. Computers. 2023 Aug 11;12(8):160.

[16] Rehman MU, Shafiqgue A, Khan MS, Driss M, Boulila W, Ghadi YY,
Changalasetty SB, Alhaisoni M, Ahmad J. A novel medical image data
protection scheme for smart healthcare system. CAAl Transactions on
Intelligence Technology. 2024 Feb 13.

[17) Hamza A, Kumar B. A review paper on DES, AES, RSA encryption
standards. In2020 9th International Conference System Modeling and
Advancement in Research Trends (SMART) 2020 Dec 4 (pp3383 |IEEE.

[18] Du S, Ye G. IWT and RSA based asymmetric image encryption algorithm.
Alexandria Engineering Journal. 2023 Mar 1;66:919

[19] Dikici E, Bigelow M, Prevedell@M, White RD, Erdal BS. Integrating Al
into radiology workflow: levels of research, production, and feedback maturity.
Journal of Medical Imaging. 2020 Jan 1;7(1):016502.

[20] Dananjayan S, Raj GM. 5G in healthcare: how fast will be the
transformation?. Irish Journal of Medical Science (3R712021
May;190(2):497501.

[21] Jahn SW, Plass M, Moinfar F. Digital pathology: advantages, limitations
and emerging perspectives. Journal of clinical medicine. 2020 Nov
18;9(11):3697.

[22] VatambetiR, Krishna EP, Karthik MG, Damera VK. Securing the medical
data using enhanced privacy preserving based blockchain technology in Internet
of Things. Cluster Computing. 2024 Apr;27(2):162B

[23] Chen RH, Zhang QY, Meng LT, Liu YL. A Lightweight Image Encryption
Algorithm Based on a Dual Chaotic System and Dynarho6 International
Journal of Network Security. 2024 Mar 1;26(2):254.

[24] shi J, Chen S, Chen T, Zhao T, Tang J, Li Q, Yu C, Shi H. Image
encryption with quantum cellular neural network. Quantum Information
Processing. 2022 Jun 14;21(6):214.

[25] Kumari S, Singh M, Singh R, Tewari H. A pagiantum lattice based
lightweight authentication and codb@sed hybrid encryption scheme for loT
devices. Computer Networks. 2022 Nov 9;217:109327.

[26] Li Z, Zhang J, Zhang J, Zheng Y, Zong X. Integrated edge computing and

blockchain: A general medical data sharing framework. IEEE Transactions on
Emerging Topics in Computing. 2023 Dec 25

.© 2024 by theZeenath, K DurgaDevi and John W
Carey M Submitted for possible open access
BY

publication under the terms and conditions of the

Website:www.ijeer.forexjournal.co.in An Efficient Image Encryption Scheme for Medical Image


https://www.ijeer.forexjournal.co.in/

