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= ABSTRACT- 10T-based EHRs use machine learning technology to automate real-time patient-centered records more
securely for authorized users. Background: In this era of pandemics, predictive healthcare systems are necessary for private and
public healthcare delivery to predict early cancer, COVID-19, hypertension, and fever in Educational Institutions and Elderly
Homes. l0T-Based EHRs bring healthcare delivery to the doorsteps of educational home facilities users, thereby reducing the time
required to access healthcare and minimizing direct physical interaction between individuals seeking healthcare and their providers.
Method: This research work proposed a real-time intelligent l1oT-based EHR system that generates vital signs of students within the
educational environment using contactless sensors (Raspberry Pi Noir Camera, rPPG camera) and contacted wearable sensors
composed of enzymatic sensor, immunogens, and Nano sensors to detect cancer (Leukaemia). AFTER CAPTURING THE
PHYSIOLOGICAL DATA, THE in-build EWS plots system determines the condition and further triggers the criticality
(abnormality) in health status. Discussion: For effective health status prediction by the proposed plan, the vital sign dataset was used
to train a model for the proposed method. Among the best-performing models, the random forest algorithm proved a better model,
with an accuracy of 99.66% and an error rate of 0.34%. Conclusion: The Home HMS seeks to improve health prediction in
institutional homes for users' overall well-being.

General Terms: Internet of Things, Machine Learning Algorithms. Smart Health Monitoring.

Keywords: Internet of things, EHRs, loT-based, EHR, Machine Learning, Educational Institutions and Elderly Homes, Health
Monitoring.

| patients if adopted by healthcare organizations [1].

ARTICLE INFORMATION Electronic Medical Records (EMRs), are a combination of
Author(s): Nana Yaw Duodu, Warish D. Patel, Hakan Koyuncu, hardware (servers, computers, mobile devices), 10T devices
Felix Nartey, Wisdom Torgby; (actuators, sensors, or wearables), and software that constitute
Received: 13/09/2023; Accepted: 30/12/2023; Published: 28/03/2024; a warehoused of real-time data which provide essential
e-1SSN: 2347-470X; [ M healthcare services to physicians (healthcare professionals) and
Paper Id: IJEER-BDFO7; Coosief Py ( P )

Citation: 10.37391/ijeer.12bdf07

Webpage-link: e e el .
https:/ijeer.forexjournal.co.in/archive/volume-12/ijeer-12bdf07.html Homes within institutions lack the necessary tEChn0|Ogle§ to
This article belongs to the Special Issue on Innovations and Trends in prol(.)ng. users”  lives  through Com.preh.enswe real-time
Computer, Electrical, and Electronics Engineering: Bridging the monitoring of students and other residential users. Homes
Digital Frontier within educational institutions often encounter health-related
Publisher’s Note: FOREX Publication stays neutral with regard to challenges mainly because these institutions lack the
jurisdictional claims in Published maps and institutional affiliations. teChnOIOQ_y to s_olve these challenges. Accorc_ilng to [2,3], |_aCk
of technical infrastructure, lack of logical or physical
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significant challenges in adopting EHRs amidst the challenges
of privacy and security [1]. loT-based EHRs using ML, if
implemented in educational homes, will modernize the

A recent attempt to computerize the automation of health
detections for critical health conditions such as cancer, COVID-
19, fever, and hypertension, among others, has necessitated the residence health-wise, thereby ensuring students’ overall well-

investigation into predictive systems. loT-based Electronic being and preventing unpredictable sicknesses that could lead
Health Records (EHRs), also referred to as loT-based to death.
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0T has come to bless information and technology [4]. 10T is a
technology that aids in gathering data from an external
environment through a gateway into a database using sensors,
controllers, interfaces, actuators, and buses [5]. The sensors
generate data from the external behaviors based on parameters
set and send it into the interpretation systems for human
understanding. 10T technology is rapidly taking over the homes,
healthcare, transportation, and manufacturing world today since
IoT brings life into all external features like doors, cars, and
patient monitoring systems in and out of ecology.

Machine learning uses a set of rules, also known as algorithms,
to train data or collected datasets in real time or from a data
warehouse (database or dataset repository). According to [6],
the fundamental explanation of ML is when a set of programs
(algorithms) is executed to interpret the input; the algorithm
uses the inputted data to present the output.

In ML, the algorithms are simple terms meant to make a system
or devices that deploy them to learn from the input and be able
to predict or forecast [7] mainly by experience based on a
predefined set of rules (algorithms). ML was adopted in this
study because it is an innovative technology with unique
features of flexibility and adaptability that best suit recent
technological space [6]. According to [8], various examples of
ML algorithms can be integrated into healthcare systems [9,10].
Semi-supervised algorithms are “the partial training set of data
is provided” [11,12]. Intelligent loT-based healthcare systems
in educational homes are authentic and emerging. Therefore,
researchers are expected to study the field or technology to help
improve healthy livelihood among institutional home users and
administer educational institutions, countries, and the world to
achieve SDGs 3 and 4, which talk about providing quality
healthcare and education.

This paper reviews relevant literature on loT-based EHRs using
machine learning, existing health monitoring systems, and
resource tools. Again, the study investigates the appropriate
methods and techniques needed to implement these systems: the
design processes involved, their significant functions, their
weaknesses, and the impact on the health environment in
Educational Institutions and Elderly Homes. Figure 1 below
depicts the loT-based EHR environment.
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Figure 1. Smart Health Working Environment
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An intelligent health environment is any healthcare facility that
integrates assets, devices, resources, and tools across its
environment to enable real-time data access and analysis to help
inform and accelerate patient healthcare delivery processes.
According to [13], every smart hospital connects the patients,
healthcare professionals, and healthcare institution as a holistic
environment that enables seamless integration across
technologies such as ML (Al), IoT, 5G network, Software-
Defined Networking (SDN), edge routing and storage, and or,
cloud computing to improved and secure connectivity at the
hospitals and as well for data sharing respectively to aid in the
healthcare delivery [14]. In this study, the proposed system
implementation is within the residences of students, lecturers,
and educational facility users within the institution to help
provide holistic healthcare monitoring for the holistic benefit of
the users and the academic institutions in general. Given this,
the study proposed a data flow diagram for intelligent loT-based
EHRs in a hall of residence, public and private hostels,
lecturers’ bungalows, institutional hotels, or guest houses.
According to [15], IoT has repeatedly transformed our lives in
trousers user’s attendance, monitoring the ecological
temperature with sensors, wireless locks systems, adequate
security, smartboard technology, and interactive learning are
the main areas applied most. Based on the above, an attempt to
monitor the health lives of institutional residence users is being
proposed by this study to help improve the lives of institutional
residential users. Therefore, this paper reviews the
implementation of machine learning algorithms in EHRs
systems that use 10T and ML. The study further proposes an
intelligent loT-based EHR system that achieves a better
prediction [16] level in a holistic HMS that integrates an EHR
system to generate health records, monitor users’ health records
and health history, predict their health condition, and provide
total health security in the institution. The above significance
will further enhance the following importance:

» Bring healthcare delivery to users' doorsteps, reduce cost,
expenditure, and time spent visiting healthcare facilities by
ensuring abnormal health conditions are detected early in
institutional residential homes to promote good preventive
healthcare delivery among residential users.

* To develop a low-cost and low-maintenance In-Home
Health Management System that provides healthcare
solutions for homes in Educational Institutions, Elderly
Homes, and other institutional homes using Raspberry Pi
4B.

* Provide a real-time intelligent in-home health Management
System usage in homes in Educational Institutions, Elderly
Homes, and other institutional homes to help eliminate
unforeseen health problems.

» To move regular health assessments and other healthcare
services, such as monitoring vital statistics of individuals
residing in their homes, from an eHealth-focused approach
to the Institutional-Home Environment.
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+ Contribute to existing knowledge in the field of intelligent
loT-based In-home HMS that deploys EHRSs, 10T, and ML.

The contributions mentioned above in this study address the
lack of health-predicting systems that deploy recent
technologies (loT, ML, and EHR) within the Educational
Institutions and Elderly Homes ecology or other institutional
homes to provide an effective telehealth care system for
residence users.

#2. LITERATURE REVIEW

2.1 Related Work

The EHRs, 10T, and ML are the world’s most recent technology
for given objects, not computers by definition, computational
capabilities, and technological intelligence. The 10T technology
describes how entities, also called things, are given
computational abilities or powers and hence function like
computers. Objects in the l0T ecosystem or environment get
these technological powers from the sensors, actuators, and
microcontrollers designed to operate on the world’s largest
network, “The Internet”. The Internet of Things (IoT) enables
the connectivity of everyday objects (or things) to the Internet
by enhancing such devices with identification, sensing,
networking, and processing capabilities.

[17-19] concluded that we use 10T in our everyday lives. It is
best when automatically providing information on the
environment, opening vast possibilities for improving our lives
in education, health, industry, banking, etc. Over the last three
3 decades, healthcare systems, applications, and technologies
have essentially influenced the healthcare delivery process and
affected the health sector unmeasurable [20]. 10T in health has
not only improved the data management activities at hospitals,
but it has gone a very long way to establish that there can be a
contactless diagnosis in the healthcare delivery process,
especially in the current time of uncontrollable pandemics
invading the world.

ML is an approach to analyzing data, absorbing the dataset to
inform a systemic decision. The ML system learns to perform
an activity from the pattern instruction (algorithm) and even in
the future without necessarily being fed the exact trained data
[6,21]. According to [22], machine learning frameworks use
data mining detection patterns to match new data point
detections, thereby building a predictive model. This predictive
model, an algorithm, can ensure massive intelligence in health
records management when deployed in EHR systems.
Implementing an effective EHR loT-based system or
application requires suitable learning algorithms and domain
knowledge in the application area. [23] maintains that
supervised, semi-supervised, unsupervised, and reinforcement
learning are innovative ML algorithms in healthcare industries.

Even though there is a need to leverage this technology,
intelligent health has numerous challenges. Since 10T is over a
network, it is prone to intrusion and data insecurity. loT
deployment is a multi-task process [24]; therefore, its
implementation requires constant technological monitoring and
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revision using some effective methods. The proposed system
will deploy edge and fog computing to eradicate these
challenges. [25] outlined challenges such as scalability,
synchronized issues, high-power consumption, Security, and
Privacy. Health prediction systems such as [26-32] have
contributed significantly to using vital monitoring sensors PPG,
Electrocardiogram, and Photoplethysmogram, and IoT boards
such as MLX90614 and Raspberry Pi series to implement
various health monitoring concepts. One major weakness is the
lack of ML algorithms, as most papers set parameters to
determine the prediction. The accuracy obtained ranged
between 71%-97%, and other metrics that require improvement
in the detection process. The cancer detection-related works
[46] determine cancerous tissues under microscopic blood or
lack machine intelligence in prediction.

2.2 Proposed loT-based EHR System Using the

ML Technology

The proposed loT-based intelligent EHR system deploys all the
arsenals available in 10T and ML to collect vital sign health
records using the rPPG sensor, Raspberry Pi Noir camera, and
MLX90614 sensor. This essential sign data from the sensors
goes through the Raspberry Pi 4B board, the interface with a
computer system running the HMS software. In a scenario
where the system predicts health status as positive, it sends an
SMS for the users to visit a room for a dedicated wearable
(watch) to confirm their health status. As part of the system's
three [3] factor prediction feature, previous health records of
suspected users based on the parameters of vital signs are
queried from the institution’s health facility’s EHRs through an
API. The requested data may be records of the previous visits
to the institution’s health facility or the health records submitted
during admissions. These vital sign-recorded data serve as the
dataset for the ML algorithms deployed in the system. The basis
for querying the potential patient’s records from the
institution’s health facility is to introduce higher data integrity
in the proposed system: the form collected by the sensors. The
algorithms analyze the EHRs, and a decision (prediction) is
made as to whether the user is sick or not (hormal or abnormal
vital signs). A doctor or specialist is recommended to patients.
Based on the severity of the sickness, the student, parent or
guardian, and the institutional authority are notified about the
iliness. These measures ensure holistic healthcare delivery in
Educational Institutions and Elderly Homes. Figure 1 below
shows the context diagram, which illustrates the interactions
between the system and the actors.

2.3 Materials and Resources

Hardware: This proposed system deploys a multi-sensor device
at the various entrances of institutional homes. The devices
include the following components:

» The Raspberry Pi Noir Camera is an 8MP infrared camera
that emits infrared light from the external environment,
allowing creative filming and monitoring of health day and
night [33].
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» The Raspberry Pi 4B is a powerful, faster, multifunctional
microprocessor 10T board that is relatively cheap, reliable,
and robust for BACnet and other sensory networks.
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Figure 2. The context diagram of the proposed EHR system
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» Remote Photoplethysmography (RPG) is a contactless
Face Reader sensor that remotely measures heart rate
and rate variability. According to [34], the rPPG
requires video recording with high-resolution
monitoring of users' physical health and emotions.

* MLX90614ESF is a non-contact body temperature
measuring sensor that uses infrared to transmit data to
the Raspberry Pi, Arduino. MLX90614 is considered to
be effective in building BACnet.

+ SAMSUNG Galaxy Watch 4 44mm Smartwatch is
proposed as the wearable sensing device in this
proposed system. The fundamental basis for integrating
the wearable is to help verify the essential health
records recorded by IoT sensors.
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2.4 Software

The system takes weeks to design a comprehensive HMS that
deploys random forest, gradient boosting, or KNN algorithm to
predict the health condition of prospective residential users.
Python programming language for all the ML deployments.
PHP, CSS, JavaScript, and JS.
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Figure 4a: Data flow Diagram

2.5 System Flow

The proposed intelligent loT-based EHR system is composed
of both hardware and software. The hardware is sensors to be
installed at the entrances of the institutional homes. The sensors
will capture the passersby’s vital signs (Pulse rate, Body
temperature, Blood pressure, and Respiratory rate), which are
essential for health prediction [35]. For identification purposes,
the system also deploys a facial recognition feature to be able to
know users. The RF classifier predicts the records captured to
determine users' health status, further prompting the positively
predicted users to visit a dedicated wearable within the
institutional homes and based on the confirmation. The Early
Warning Score (EWS) chart implemented in the system will
record the values and further evaluation to determine the
criticality of the health status for quick and prompt action to
revert the aggravating health status, which could lead to death.
The criticality level determines if health professionals are to be
booked through notification (SMS and e-mail). The central
system (HMS) is a desktop system to be installed as an HMS
within Educational Institutions and Elderly Homes, and mobile
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Apps (Android and iOS) will be made available for users on all
the application digital stores. Without credentials, one cannot
log in to the system. The figure below shows the flow of the
proposed method.
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Figure 4b: Data flow Diagram

2.6 10T in physiological data capturing

Measuring physiological data for health purposes is still
rigorously under study by many authors due to limitations or
factors hindering the sensing data capturing [36,37]. The
physiological data to be captured by the sensing cameras
include respiratory rate, blood pressure, temperature, pulse rate,
and oxygen saturation (SpO2). Raspberry Pi Nior camera will
deploy Shafer’s Dichromatic Reflection Model (DRM) optical
model technique to measure cardiac signals via
photoplethysmography. The Region of Interest (ROI) is
selected to determine a trade-off between the absorbed light by
the body and the reflection of the emitted electromagnetic
waves from the ROI [38]. This is due to the distinct absorption
characteristics of oxygenated blood, deoxygenated blood, and
skin tissue within the human body. One major challenge
confronting measuring physiological changes is individualistic
variables such as clothing, hair, and makeup, which makes the
measuring process difficult [39]. [40] recommended utilizing
visual band (RGB) camera devices, which are much more
prevalent than NIR cameras. Suppose the 10T setup recognizes
two or more images. The leading 10T challenge to be solved by
this study is to optimize the image recording since [40-42]
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imaging has integrated the facial detection of individuals. In the
facial recognition approach, individualistic video recordings
will be separated at the level of the frame before the ROI is
selected [43,44]. This is because students, by nature, move in
groups.
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Figure 5: Physiological Image Capturing and the imaging pipeline
proposed for the proposed system

An assembled wearable device will comprise an rPPG sensor
for vital sign data, an enzymatic sensor for blood glucose level,
an immune sensor for protein level, and a DNA template and
nano sensor for detecting leukemia. The vital sign health data
collected from the UCI health data repository was cleaned to get
a dataset of 25219 instances and five attributes. The attributes
were assigned variables X and Y variables for training purposes
(X=independence variable with the attribute name OUTPUT
and Y=dependence variables with the attribute names HR,
RESP, Spo2, and TEMP), which are the principal vital signs to
be measured for the study. To optimize the performance of the
RF algorithm in the Smart in Stu HMS, this study implemented
a mathematical derivation below

frie@) = =2koy fiG), X =12,..N (1)

K represents the based models in an ensemble model,
aggregating their result to the meta model in a random forest;
the output of the kth base model is denoted by fi(x), with N
experiment the dataset’s length.

fwap(x) = Zﬁ=1 wifi(x),X=1,....N 2

Here, K symbolizes the base models, fi(x) signifies the output
of the kth base model equal represents the eight of these models
in the ensemble model, and N denotes the length of the dataset.
The equation employed to determine the model’s prediction
during training was expressed ones follows: w; (wi(x) denotes
the weight of the kth base model for input x, and N represents
the dataset's length. Additionally, Dk(x) signifies the square of
the deviation in the prediction of the kth model.

The mHEALTH dataset was imported and run using various
classifiers or algorithms [45] in the Jupyter notebook. Table 2
shows the accuracy performance of the trained algorithms, and
figure 6 shows the confusion metrics of the three best
algorithms during the dataset training.
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Figure 6: The Confusion Metrics of Best Three Algorithms

From the confusion metrics, the Gradient Boosting classifier is
the best-performing model since the False Positive (FP) and
True Negative (TN), which are false predictors, are all lower
than The Gradient Boosting.

Table 2. Performance results of the best three algorithms
using the 80:20 test split

No. | Algorith F1- Preci | Recall | Accu Error

m Score sion racy Rate

1 Random 99.77 99.74 | 99.80 | 99.66 0.003
Forest

2 The 99.76 99.62 | 99.91 | 99.64 0.004
Gradient
Boosting

3 K- 99.21 98.94 | 99.48 | 99.62 0.012
Nearest
Neighbor

Table 2 shows the three (3) best models that produced
significant performance during the training and testing with the
dataset. The performance was evaluated using the most
common assessment metrics like F1-score, Precision, Recall,
and Accuracy, and the respective confusion meters to illustrate
the TP, TN, FP, and FN predictions during the model training
[46 — 50]. The following formulas were used to calculate the
metrics and results for the classifiers.

TP+TN
Accuracy = —————— 4)
TP+FP+FN+TN
FP+FN
Error rate = ——— (5)
TP+FP+FN+TN
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TP

Recall = (6)
TP+FN
Precision = — @)
TP+FP

Recall+Precision
F1Score =2« ——— (8)

Recall+Precision

=: 4, RESULT AND DISCUSSION

The study experimented with various classification and
ensemble algorithms to ascertain which model would better
predict performance. From the performance result, the three (3)
best-performing algorithms were Random Forest, Gradient
Boosting, and K-Nearest Neighbor, justifying ensemble
classifiers are very predictive in health predictive systems (51).
The random forest classifier recorded an F1-score of 99.77%,
the precision of 99.74%, recall of 99.80, the accuracy of
99.66%, and an error rate of 0.0034 (0.34%), followed by the
gradient boosting classifier with an F1-score of 99.76%, the
precision of 99.62%, recall of 99.91%, accuracy of 99.64% and
an error rate of 0.0035 (0.4%) and the K-Nearest Neighbor with
an F1-score of 99.21%, precision of 98.94%, recall of 99.48%,
accuracy of 99.62% and an error rate of 0.0120 (1.20%)
respectively. In comparing the results, the memory of the
gradient boosting outperformed the other classifiers, recording
99.91%. The Random Forest significantly performed better in
all other measuring metrics used in the study. The classifier had
the lowest FN and FP, indicating low false prediction for the
respective classes, hence recording the best error rate of 0.0034
(0.34%). Therefore, a holistic comparison shows that the
random forest is the best algorithm to be deployed in the
proposed loT-based InsHo HMS to predict the health status of
students and other residential students since it produces the
highest F1-score, precision, accuracy, and better correct
classifying instance prediction thereof, helping to address
environmental and health issues [8,37]. Incorrect instances
meant that the classifiers had error prediction: if a respondent
was predicted to be expected (not sick), the classifier made a
mistake by predicting it as Abnormal (ill). The comparison
among the three instances indicated that the Random Forest
performed better. This makes the Random Tree more effective
to be selected for future prediction within the proposed system.

From table 3, all the benched mark papers and the state-of-the-
art techniques or models have indicated that vital sign data are
helpful in training ML models in developing health predictive
systems, as indicated by [30]. The model's performance in this
study shows a significant improvement in the predictive
abilities of the random forest classifier with as high as 99.66%
accuracy and 0.34% error rate. By extension, in an instance
where the system attempts to predict the health status of 100
students, the proposed system will correctly indicate the health
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status of 99 students and has the probability of having 7:3
correct predictions on the remaining one person.

“ Table 3. Performance results of the best three algorithms
using the 80:20 test split

Work Best F-1 Precis | Recall | Accur | Error
Methods | Score ion acy Rate

[29] | RF 82 - - - -

[32] | Gradient | 92.8 93.2 92.5 94.9 -
Boostin
g

[46] | RF 60 52 - 63 -

This | RF 99.77 | 99.74 | 99.80 | 99.66 | 0.003

Work

For predicting wrongly, the proposed system has the slightest
chance of predicting wrongly than correctly, with an error rate
of 0.003, representing a 0.3% error rate. From Table 3, only [32]
had recorded an F1-score of 92.8, precision of 93.2, recall of
92.5, and accuracy of 94.9. From all the results, it is conclusive
that the gradient boost classifier performs slightly better than
the remaining classifiers and is recommended to be
implemented in health predictive systems.

=: 5. CONCLUSION

Residences in educational institutions need more needful
preventive healthcare technologies to predict the health status
of resident users and bring healthcare delivery services to users'
doorsteps, reducing cost and time spent, which leads to poor
preventive healthcare delivery in Educational Institutions and
Elderly Homes globally proposing a real-time intelligent Home
Health Management System to move routine health checks and
other healthcare services from healthcare facilities to the
institutional home Environment. This helps address the need for
health-predicting systems that deploy 10T, ML, and EHR
technologies within institutional homes.

loT-based EHR adaptation in the educational ecology ensures
students, teachers, educational administrators, and other
educational workers’ insecurity in falling sick or dying due to
poor pre-detections of ill-health within the academic home or
their educational residence is basically due to a lack of essential
technologies. 10T and ML technologies are integrated to build
smart loT-based EHRs, which address many of such challenges
in smart hospitals but have yet to be attempted in the
institutional home where workers or students live as their
second homes. A comprehensive review of related literature on
loT for automating EHRs using machine learning algorithms
has shown that the lack of loT-based EHR systems has led to
unpredictable illness and death in some circumstances. Specific
10T tools such as Raspberry Pi 4B, Raspberry Pi Noir camera,
rPPG sensor, MLX90614, and wearable device (watch) were
also assessed for their efficacy in collecting vital sign data of
residential users (prospective patients). The study has
experimented with a practical model that can enhance health
status prediction with critical signs such as blood oxygen

International Journal of

Electrical and Electronics Research (IJEER)

Research Article | Volume 12, Special Issue -BDF | Pages 42-49 | e-ISSN: 2347-470X

level (SpO2), body temperature, and heart rate as variables.
Ensemble algorithm techniques such as gradient boosting,
random forest, gradient boost, and single algorithms such as
KNN, Decision Tree, SVM, and linear regression are coded in
Python using Jupyter Notebook. A dataset from the UCI
mHEALTH dataset repository was used to train practical ML
algorithms to be deployed into the proposed system. The dataset
analysis indicated that random forest, gradient boosting, and
KNN are the most effective trained models for predicting health
within loT-based EHRs. The RandomForest and gradient
boosting algorithms proved to be better models, with an
accuracy of 99.66% and 99.64%, respectively. Given this, the
study has presented an loT-based EHR system using an
ensemble random forest algorithm to be implemented in
educational residences to eliminate unforeseen health
conditions and promote effective health prediction and
monitoring for the well-being of academic residence users.

6. FUTURE WORK

The scope of this paper includes the design and experimentation
of a comprehensive RMS loT-based EHR framework that can
be integrated into existing educational systems globally. Also,
an experimental study to prototype low-cost intelligent 10T-
based EHRs to be used in all levels of academic institutions is
ongoing.
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