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░ ABSTRACT- With the evolution of digital spaces, cyber threats now evolve to more complex forms, requiring innovative 

solutions for real-time intrusion detection and classification for network traffic. Cybersecurity is also critical for building resilient 

infrastructure, which is one of the goals of the United Nations, which emphasizes secure and sustainable digital ecosystems. This 

research proposes a framework powered by deep learning that employs an enhanced fully connected neural network (EFNN) to 

analyze behavior and detect threats. The proposed algorithm, Enhanced Fully Connected Neural Network-Based Threat Detection 

(EFNN-TD), fuses advanced data preprocessing with FCBF-based feature selection and SMOTE-based handling of class imbalance. 

We introduce a novel multi-featured attentive framework for generating practical and compact representations for multi-class 

classification in anomaly correlation. It identifies and classifies various network intrusions efficiently with precision and recall, 

which are required to reduce false alarms and detect all threats. The proposed system can aid in safeguarding digital infrastructures 

through real-time monitoring and decision-making, thus supporting the global imperative for promoting secure, robust, and 

sustainable technological advancement to foster economic growth and societal development. 

 

Keywords: Behavior-Based Firewalls, Deep Learning, Network Traffic Analysis, Real-Time Threat Detection, Anomaly 

Classification. 

 
 

 

░ 1. INTRODUCTION   
The fast spread of digital infrastructure and dependence on 

networked systems has led to urgent precision in cybersecurity. 

Intrusions on networks and increasingly advanced cyber threats 

continue to become more evasive and target weaknesses in 

digital ecosystems. Legacy intrusion detection approaches 

typically based on a signature or rule system cannot quickly 

address these threats’ ever-expanding complexity and variety. 

Consequently, applying deep learning methods and 

sophisticated machine learning to facilitate real-time, dynamic 

& accurate threat detection is desirable. Existing studies show 

notable progress in utilizing deep understanding for the early 

identification of IDS (intrusion detection systems). Previous 

studies show that hybrid and ensemble models can capture more 

complex patterns in network traffic. Yet, challenges remain, 

such as class imbalance, expensive computational requirements 

for large-scale deployments, and low adaptability of single-

model architectures [1]. This trend shows a need for holistic 

frameworks to solve or mitigate these problems while 

increasing performance measures like accuracy, recall, and 

precision. 
 

By providing a framework for behavioural analysis and real-

time threat identification based on deep learning, this study aims 

to close these gaps. Key focus areas are to develop an Improved 

Fully Connected Neural Network (IFNN) for network intrusion 

classification, develop hybrid models that use temporal and 

spatial traffic analysis, and devise ensemble methods 

combining multiple architectures to enhance temporal and 

spatial generalization capabilities. What is new in the new work 

is that they have proposed an integrated systematic 

preprocessing–feature selection–class imbalance handling–

deep learning architecture into a new methodology, which can 

achieve an accuracy of up to 96.35%, outperforming the 

outcomes of state-of-the-art methods on the CIC-IDS2017 

dataset. Additionally, the framework aligns with the United 

Nations Sustainable Development Goal 9 by contributing to the 

security and resilience of digital infrastructures. The 
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contributions include the development of EFNN-TD, hybrid 

and ensemble models, and a scalable, interpretable framework. 

The structure of the current paper is as follows: The literature 

on contemporary intrusion detection methods is reviewed in 

section 2. Section 3 presents the materials, procedures, 

framework, algorithm, dataset, and evaluation metrics; Section 

4 presents experimental results to analyze performance; Section 

5 discusses the limitations and implications. Section 6 

concludes our work and also offers suggestions for future 

research possibilities. 

 

░ 2. RELATED WORK 
Network intrusion detection systems (NIDS) are crucial for 

safeguarding modern digital infrastructures. Recent 

advancements in deep learning have led to more resilient 

models capable of addressing evolving cybersecurity 

challenges. Jan Lansky [1] examined deep learning-based 

intrusion detection systems, exploring diverse strategies and 

their effectiveness, noting issues in efficiency and adaptability 

despite achieving high accuracy rates. Future investigations 

could delve into transfer learning and framework enhancement 

as potential improvements. Ferrag et al. [2] evaluated deep 

learning methods for intrusion detection using seven models 

across 35 datasets, identifying performance challenges related 

to dataset dependencies. Wang et al. [3] introduced hybrid deep 

intrusion detection models, SDAE-ELM and DBN-Softmax, 

which demonstrated superior performance against traditional 

methods on various datasets while facing long training cycles. 

Mighan and Kahani [4] proposed a hybrid system leveraging 

Apache Spark for big data management, achieving improved 

accuracy and processing time. Tongtong Su [5] developed the 

BAT model, which integrates an attention mechanism with 

bidirectional LSTM for automated feature extraction, outpacing 

traditional methods on the NSL-KDD dataset. Sara et al. [6] 

presented a combined CNN-RNN approach achieving over 97% 

accuracy but facing prolonged training durations. Kim et al. [7] 

explored an AI-IDS based on CNN-LSTM for real-time web 

attack detection, albeit with issues of false positives. Liu et al. 

[8] addressed class imbalance through the Difficult Set 

Sampling Technique, demonstrating superior results on CSE-

CIC-IDS2018 and NSL-KDD datasets. Azam et al. [9] analyzed 

hybrid feature selection with machine learning classifiers, 

achieving near-100% accuracy with a focus on raw data 

extraction. Liu et al. [10] revealed novel intrusion detection 

models on a Spark platform, while Akgun et al. [11] suggested 

an IDS for DDoS detection using deep learning models with 

high accuracy rates. Haggag et al. [12] highlighted the Deep 

Learning Spark IDS's efficacy, achieving significant detection 

improvement of 83.57%. Lastly, Yang et al. [13] presented a 

WLAN IDS utilizing Conditional Deep Belief Networks, 

achieving a 97.4% success rate, and Abdelkhalek and Mashaly 

[14] introduced adaptive synthetic techniques to enhance 

classification accuracy. Halbouni et al. [15] utilized a hybrid 

system for improved feature extraction, demonstrating 

competitive accuracy across datasets. 
 

Andresini et al. [16] proposed MINDFUL, a deep neural 

network-based intrusion detection system that enhances feature 

learning through a combination of supervised convolutional 

layers and unsupervised autoencoders. While it demonstrated 

superior accuracy over current models on three benchmark 

datasets, it lacks specific attack features. Future work will focus 

on improving minority class detection and explainability. 

Folino et al. [17] introduced a deep learning framework for 

ensemble-based intrusion detection systems, addressing non-

stationarity and data scarcity by utilizing a cost-sensitive loss 

function with specialized DNN classifiers trained on segmented 

data. The results showed increased accuracy and resilience 

compared to existing techniques, with future research aimed at 

model flexibility and incorporating one-class classifiers. 

Gowdhaman and Dhanapal [18] developed an IDS for wireless 

sensor networks using deep learning for feature selection, 

achieving a 95% detection accuracy, although performance may 

suffer under high attack volume. Future studies might explore 

optimization techniques for improved accuracy. 
 

Ben Said et al. [19] proposed a hybrid CNN and BiLSTM model 

for SDNs to detect DDoS and U2R attacks, achieving good 

accuracy with minimal training time on the NSL-KDD, UNSW-

NB15, and InSDN datasets. Future efforts will look into transfer 

learning challenges with unbalanced datasets. Wu et al. [20] 

introduced the Robust Transformer-based Intrusion Detection 

System (RTIDS) to manage irregularities in high-dimensional 

data using a transformer model for feature extraction and 

SMOTE to address class imbalance, producing exceptional 

accuracy on relevant datasets. Ullah and Mahmoud [21] 

presented an anomaly-based intrusion detection model for IoT 

networks using CNNs, showing superior performance in 

various metrics. Al-Abassi et al. [22] tackled dataset imbalance 

using a decision tree and DNN classifiers for ICS attack 

detection, achieving high accuracy. Ilias et al. [23] developed 

MENSA for Smart Grid environments, effectively categorizing 

various cyberattacks. Robson et al. [24] enhanced DDoS 

detection with a hierarchical Tree-CNN method. Tian et al. [25] 

addressed overfitting in IDS using a deep belief network with 

promising accuracy. D-Sign, introduced by Sanmeet and 

Maninder [26], effectively identifies attacks with low false 

positives.  Yu and Bian [27] presented a Few-Shot Learning 

technique achieving high accuracy with limited data. Wang et 

al. [28] combined an upgraded DBN with a KELM for 

improved performance. Ozkan-okay et al. [29] reviewed 

existing IDS, suggesting advanced technologies to improve 

detection. Jiang et al. [30] worked on a deep hierarchical 

network for dataset balancing and classification accuracy 

improvement. 
 

Zavrak et al. [31] investigated flow-based intrusion detection 

using semi-supervised techniques with unsupervised deep 

learning, specifically Autoencoder and Variational 

Autoencoder (VAE). Their experiments showed VAE 

outperformed Autoencoder and One-Class Support Vector 

Machine in identifying unknown attacks. Future research may 

explore supervised techniques to enhance detection rates and 

reduce false alarms. Anna Drewek et al. [32] examined the use 

of neural networks in intrusion detection systems (IDS), 

highlighting their efficiency and compatibility with other 

machine learning methods while addressing challenges like 

dataset constraints and the need for adaptive responses to 

https://www.ijeer.forexjournal.co.in/
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emerging threats. Future studies should focus on improving 

system responsiveness and managing data volume issues. Wang 

et al. [33] introduced an innovative network intrusion detection 

system called RL-NIDS, which addresses feature interaction 

and class imbalance problems in detecting malicious attacks, 

achieving up to 4.2% accuracy gains over existing methods 

using the NSL-KDD and AWID datasets. Future work should 

investigate additional improvements for varied network 

conditions.  
 

Park et al. [34] presented a Siamese Convolutional Neural 

Network (Siamese-CNN) for intrusion detection, overcoming 

limitations of traditional models that require retraining for new 

attacks. Their study showed that the Siamese-CNN 

outperformed the Vanilla-CNN in recall by approximately 6%. 

Future research will focus on optimizing performance against 

different cyberattacks. Wang et al. [35] discussed cloud 

computing security, emphasizing intrusion detection amid high-

dimensional network traffic, proposing automated feature 

extraction using deep learning to enhance detection 

effectiveness. However, the approach must address cloud-

specific challenges affecting user confidence. Chang et al. [36] 

utilized TD01C technology for harmonic analysis of radial 

pulse pulses, exhibiting strong reliability (ICCs > 0.9), although 

the method may be limited by sample size. Yang et al. [37] 

identified research gaps in anomaly-based intrusion detection 

while Yang et al. [38] presented the SAVAER-DNN model, 

improving detection rates of known and novel attacks. Devan 

and Khare [39] developed an XGBoost–DNN model, achieving 

97% accuracy on the NSL-KDD dataset, while Elsayed et al. 

[40] introduced a hybrid model for SDN intrusion detection 

employing a novel regularization technique. While existing 

deep learning-based intrusion detection models like CNN-

LSTM [7], BAT-MC [5], and SDAE-ELM [3] indeed 

eliminated classification accuracy, they still have key 

limitations that make them impracticable in real-world 

scenarios. For instance, CNN-LSTM incurs high computational 

overhead and slow inference times, making real-time 

deployment difficult. While BAT-MC achieves good detection 

on standard correlated data, it fails to detect attacks on the 

minority class (due to imbalance), resulting in low recall for 

low-frequency intrusions. SDAE-ELM is an efficient method 

for feature extraction but is sensitive to dataset noise/redundant 

features that can degrade the model performance. In contrast to 

these techniques, our EFNN-TD framework combines a Fast 

Correlation-Based Filter (FCBF) for feature selection and 

SMOTE to address the class imbalance, promote generalization, 

and robust detection of multiple attack classes. Also, to be more 

applicable to real-time network intrusion detection, our 

framework, besides adaptive funny drift minimization, has 

improved Adam optimizer to facilitate model convergence and 

speed up computation. 

 

░ 3. MATERIALS AND PROCEDURES 
In the current section, the components, processes, and strategies 

used to implement and evaluate the Network Intrusion 

Detection approach on the proposed methods are described in 

detail. It refers to a framework that provides the study's 

skeleton, explaining how it will be organized and the concepts 

guiding the design process. Details of the algorithm represent 

the data preprocessing, feature extraction, training of the 

improved complete network, and classification. To provide 

insights into the appropriateness of this dataset for the study, 

features of the dataset, including its attack scenarios and 

preprocessing methods, are described. Also, we discuss the 

evaluation methodology, particularly the performance metrics 

we leveraged to assess our model and contrast it with current 

methods. The current section will provide an elaborate and 

systematic explanation of the materials used and the 

methodology followed. This will allow the study to be 

reproduced and develop a deeper understanding of how the 

research was performed. 

 

3.1 Proposed Framework 
The CIC-IDS 2017 dataset, a benchmark dataset well-known 

for including various network traffic scenarios with benign and 

malicious activity, begins with the framework shown in Figure 

1. We use the dataset to build and assess the framework's ability 

to detect intrusions. It starts with data preprocessing, a critical 

stage that prepares the input data for the process. Preprocessing 

has a couple of steps: normalization and dealing with missing 

values. Normalization helps to get feature scales to be the same, 

meaning everything will count equally when training the model, 

as some features will dominate since they will have more 

extensive ranges. Indeed, missing entries in the dataset are 

addressed to ensure data integrity since missing records could 

adversely impact the model's efficacy. Feature selection 

techniques are applied after the data has been pre-processed to 

improve the model's accuracy and performance in this 

framework. First, the Synthetic Minority Oversampling 

Technique (SMOTE) addresses the class imbalance in the 

feature selection phase. SMOTE stands for Synthetic Minority 

Over-sampling Technique. Creates new instances of rare 

classes, validating that these classes receive sufficient training 

with samples added to balance the dataset. Then, the relevant 

features are extracted using the Fast Correlation-Based Filter 

(FCBF) method. FCBF eliminates repetitiveness and chooses 

features that contribute meaningfully to label recognition while 

streamlining the dataset holding for the models to be fitted. The 

deep learning model is then developed using the cleaned 

dataset. The model uses an Enhanced Fully Connected Neural 

Network (FNN) architecture tailored for real-time threat 

detection and classification applications. We have used the 

Adam optimizer during all the training processes to ensure fast 

convergence and good performance. This helps reduce the 

results of overfitting over time, optimizing the model and 

achieving a better generalization ability. It also uses an 

improved adaptive method called Adam optimizer, which 

adapts the learning rates of all parameters because of their 

second moments. The framework includes an intense model 

training phase that utilizes the selected features and balanced 

dataset to train the Enhanced FNN. The trained model is then 

applied to network traffic to identify unusual activity. With the 

help of the deep learning model's improved features, the 

framework correctly detects and categorizes threats in real-

time. Thirdly, to assess the effectiveness of this framework, the 

performance metrics and intrusion detection outcomes are also 

examined. Through the unification of preprocessing, feature 

https://www.ijeer.forexjournal.co.in/
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selection, and advanced modeling techniques, the framework 

ensures high accuracy over malicious behavior identification 

with computational efficiency. This method offers a unified 

online network traffic analysis and threat identification 

solution. 

 

Figure 1. Proposed framework for deep learning-driven behavioral 

analysis for the classification and real-time detection of threats in 

network traffic 

 

3.2 Proposed Enhanced Fully Connected Neural 

Network 
As depicted in figure 2, the enhanced fully connected neural 

network (FNN) architecture is at the center of the real-time 

network traffic behavior analysis framework for threat detection 

and classification. These many layers, densely connected with 

activation function, drop-out regularization, and batch 

normalization layers, perform high accuracy and strength on 

malicious activity detection from network traffic. Input Layer: 

The first layer of the network consists of the prepared data after 

it is processed and the necessary features are taken up. The data 

is fed through dense layers, each defined with several neurons 

and an activation function. This first dense layer has 512 

neurons and applies the ReLU activation function commonly 

used in deep networks as it mitigates the vanishing gradient 

problem and promotes non-linearity. Then, a more prominent 

dense layer with 1024 neurons, again with ReLU as an 

activation function, allows the network to discover complex 

patterns from the training data. The following layers reduce the 

number of neurons to 512, 256, 128, 64, and 32, respectively, 

using the ReLU activation function. This stepwise subtraction 

of neurons creates a funnel-shaped architecture that compresses 

the information while preserving the discriminative features. 
 

 
 

Figure 2. Proposed enhanced fully connected neural network used for 

behavioral analysis for the classification and real-time detection of 

threats in network traffic 

After each dense layer, a dropout layer is added to mitigate 

overfitting and improve generalization. The dropout rate 

decreases from 0.5 in the shallower layers to 0.2 in the deeper 

layers, enhancing model robustness. Additionally, batch 

normalization is implemented after each dense layer to 

normalize activations, thus accelerating training convergence 

and stabilizing internal covariate shifts. The output layer is a 

softmax layer suitable for multi-class classification tasks, 

mirroring the number of classes in the dataset to yield 

probability distributions and accurate predictions. This 

enhanced feedforward neural network (EFNN) architecture 

retains the benefits of high-dimensional FNNs while integrating 

dropout and batch normalization, making it effective for 

classifying network traffic data. It is designed for real-time 

intrusion detection and classification, capable of adapting to 

complex data patterns while preventing overfitting. The EFNN 

comprises multiple densely connected hidden layers, each 

playing a vital role in detection accuracy. Feature parameters 

are learned progressively across these layers to capture the 

meaningful patterns of the input data. These layers use the 

ReLU activation function to help the learning process by scaling 

the network to learn interesting differences in network behavior.  

 

The third approach was Dropout and Batch Normalization, 

which was applied for stabilization, adding drop-out layers to 

avoid overfitting (memorizing the pattern rather than 

generalizing it). These layers randomly turn on↵ a subset of the 

neurons during training, so the model cannot become too 

dependent on any specific feature. For one, batch normalization 

also helps stabilize learning by maintaining the healthy 

distribution of activations in the network, which also, in turn, 

allows for faster training and training that uses fewer resources. 

The LSTM output layer uses softmax to classify network traffic 

(benign vs. attack types). The model predicts probabilities, and 

we get a confidence score for each class. EFNN is different from 

previous models for intrusion detection as it combines adaptive 

learning optimization (Adam optimizer), handling of class 

imbalance (SMOTE), and an intelligent feature selection 

method (FCBF). Its performance can be improved with 

integration, which can be applied to real-world applications. 
 

3.3 Proposed Algorithm 
The current paper presents a new fully connected neural 

network (FCNN)-based algorithm to detect and classify 

network threats designed to be more accurate, faster, and 

scalable for real-time applications. With high-level 

preprocessing methods, like normalization or using SMOTE to 

reduce class imbalance, the algorithm ensures the train data is 

balanced and has a high-quality dataset. Combined with 

integrating Feature selection using a Fast Correlation-Based 

Filter (FCBF), which extracts valuable data from random image 

geomatic data by removing redundant data to improve 

computational efficiency. With a stack of dense layers, batch 

normalization, and dropout, the improved FNN architecture can 

precisely characterize complex patterns in network traffic and 

avoid overfitting. The algorithm can effectively detect various 

network intrusions using the performance indicators of 

detection rates, accuracy, and precision. Also, owing to its 

modular design, it can be tuned to be deployed in real-time and 

https://www.ijeer.forexjournal.co.in/
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facilitate constant monitoring and defense of network systems 

from emerging cyber threats. 

 
Algorithm 1: Enhanced Fully Connected Neural Network-Based 

Threat Detection (EFNN-TD) 

Inputs: 

Network traffic data 𝐷 (CIC-IDS2017 dataset) 
 

Target labels 𝑦 
 

Threshold for feature selection 𝜏 

Outputs: 

Threat detection results in R 
 

Performance statistics P 

1. Begin 

2. Dataset normalization 

𝐷′  ←
𝐷 −  𝑚𝑖𝑛(𝐷)

𝑚𝑎𝑥(𝐷) −  𝑚𝑖𝑛(𝐷)
 

3. Handle missing values 

Feature Selection 

4. Class imbalance addressing using SMOTE 

𝐷𝑏𝑎𝑙𝑎𝑛𝑐𝑒𝑑 , 𝑦𝑏𝑎𝑙𝑎𝑛𝑐𝑒𝑑  ←  𝑆𝑀𝑂𝑇𝐸(𝐷′, 𝑦) 

5. Apply Fast Correlation-Based Filter (FCBF) with 

threshold 𝜏 : 

𝐹𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑  ←  𝐹𝐶𝐵𝐹(𝐷𝑏𝑎𝑙𝑎𝑛𝑐𝑒𝑑,𝑦𝑏𝑎𝑙𝑎𝑛𝑐𝑒𝑑 , 𝜏 ) 

6. Configure EFCNN model m 

7. Compile model m 

Model Training  

8. Split data 

(𝐹𝑡𝑟𝑎𝑖𝑛, 𝑦𝑡𝑟𝑎𝑖𝑛), (𝐹𝑡𝑒𝑠𝑡, 𝑦𝑡𝑒𝑠𝑡)  ←  𝑠𝑝𝑙𝑖𝑡(𝐹𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑 , 𝑦𝑏𝑎𝑙𝑎𝑛𝑐𝑒𝑑) 

9. m'←TrainModel(m, 𝐹𝑡𝑟𝑎𝑖𝑛, 𝑦𝑡𝑟𝑎𝑖𝑛) 

10. R←ThreatDetection(𝑦𝑡𝑒𝑠𝑡) 

11. P←Evaluation(R, ground truth) 

12. Print R 

13. Print P 

14. End 

 

Algorithm 1 outlines the steps for threat detection of the pre-

processed CIC-IDS2017 dataset using an enhanced fully 

connected neural network (FNN). The dataset's network traffic 

records are normalized to ensure all features are on the same 

scale, with missing values filled using statistical metrics like 

mean or mode. Feature selection aims to improve model 

accuracy and computational efficiency. We addressed class 

imbalance using the Synthetic Minority Oversampling 

Technique (SMOTE), which generates synthetic samples for 

minority classes. The fast correlation-based filter (FCBF) 

algorithm selects relevant characteristics linked to target labels, 

resulting in a non-redundant dataset that focuses on 

discriminative features. The improved FNN architecture 

includes an input layer matching the selected feature count, 

followed by dense layers with decreasing neurons, utilizing 

ReLU activation functions for non-linearity. Dropout layers 

prevent overfitting, while batch normalization stabilizes 

training. The model employs the Adam optimizer and 

categorical cross-entropy loss function during training. Once 

trained, the FNN predicts class probabilities for test data, 

assessing model performance through metrics like precision and 

F1-score. Finally, the trained FNN can be deployed within an 

intrusion detection system for real-time threat analysis, 

enabling flexible responses to network traffic varieties. 

 

3.4 Mathematical Model 
The proposed mathematical model for real-time threat detection 

and classification aligns with the algorithm's systematic 

workflow. The input dataset is represented in Eq. 1. 

 

𝐷 = {(𝑥𝑖 , 𝑦𝑖)}𝑖−1
𝑁 ,                      (1) 

where x_i∈R^n is the feature vector for the i-th network flow, 

and y_i  ∈ {0,1,...,C-1} is the corresponding class label with C 

being the total number of classes. To ensure consistency across 

features, each feature in x_i, is normalized to a range of [0, 1] 

using Eq. 2. 

 

𝑥𝑖
′ =

𝑥𝑖−min (𝑥)

max(𝑥)−min (𝑥)
.                           (2) 

 

The SMOTE (Synthetic Minority Oversampling Technique), 

which creates synthetic samples for underrepresented classes to 

create a balanced dataset, is another method used to address the 

class imbalance problem in the dataset., denoted as 

D^'=SMOTE(D). Feature selection uses the Fast Correlation-

Based Filter (FCBF) to optimize the learning process. This 

approach uses their correlation to determine which attributes are 

most pertinent to the target labels while minimizing inter-

feature redundancy, resulting in a reduced feature set 

F_selected=FCBF (D',τ), where τ is the correlation threshold. 

The Enhanced Fully Connected Neural Network (EFNN) 

receives these chosen features as input. The EFNN architecture 

consists of a sequence of dense layers where the output of the 

iThe layer is computed as h_i= f(W_i h_(i-1)+b_i). Here, W_i 

and b_i represent the weight matrix and bias vector, 

respectively, and f(∙) is the ReLU activation function. Dropout 

layers and batch normalization follow each dense layer to lessen 

overfitting and increase training stability. As in Eq. 3, the last 

layer predicts the class probabilities using a softmax activation 

function. 

 

𝑦̂  =  𝑠𝑜𝑓𝑡𝑚𝑎𝑥(𝑊𝐿ℎ𝐿−1 + 𝑏𝐿),               (3) 

where 𝑠𝑜𝑓𝑡𝑚𝑎𝑥(𝑧𝑗) =
𝑒𝑥𝑝(𝑧𝑗)

∑ 𝑒𝑥𝑝(𝑧𝑘)𝐶
𝑘−1

 .  

 

To train the model, the categorical cross-entropy loss is given 

by Eq. 4. 

 

ℒ = −
1

𝑁
∑ ∑ 𝑦𝑖𝑗 log(𝑦̂𝑖𝑗)𝐶

𝑗−1
𝑁
𝑖−1 ,                     (4) 

where y_ij is the one-hot encoded true label, and y _̂ij is the 

predicted C probability for class j. Recurrent neural networks, 

or RNNs, and convolutional neural networks, or CNNs, are 
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utilized in hybrid architectures to increase the model's 

capabilities, capturing both spatial and temporal patterns in 

network traffic as h_hybrid=RNN (CNN(x)). Additionally, 

ensemble methods aggregate predictions from multiple models, 

defined as in Eq. 5. 

 

𝑦̂𝑒𝑛𝑠𝑒𝑚𝑏𝑙𝑒 =
1

𝑀
∑ 𝑦̂𝑚

𝑀
𝑚−1  ,               (5) 

where M is the number of models. This comprehensive 

framework combines advanced preprocessing, feature 

selection, and hybrid and ensemble deep learning models, 

ensuring robust, scalable, and accurate threat detection. 

 

3.5 Dataset Details 
 

The CIC-IDS2017 dataset, produced by the Canadian Institute 

for Cybersecurity, is popular for testing intrusion detection 

systems. It contains diverse network traffic data, including 

various attacks, and features 80 attributes per flow. Due to 

severe class imbalance, techniques like SMOTE are necessary 

for balance. Its realism and variety make it effective for training 

machine learning models. 

 

4. EXPERIMENTAL RESULTS 
 

This study evaluates the proposed framework and enhanced 

FNN using the CIC-IDS2017 dataset, ideal for testing anomaly 

detection and threat classification due to its diverse traffic, 

including both malicious and normal types. The assessments 

focus on accuracy, precision, recall, F1-score, and detection 

rate. Results indicate that the enhanced FNN better identifies 

complex network patterns compared to existing methods. The 

framework's generalization ability, computational efficiency, 

and robustness against imbalanced data were also tested. 

Comparison studies with state-of-the-art models confirmed the 

EFNN's improved performance for real-time network intrusion 

detection, as evidenced by F1-score and recall metrics. 
 

 
 

Figure 4. Data distribution dynamics for multiple class labels in the 

CICIDS-2017 dataset 
 

Figure 4 illustrates the label's distribution of various types of 

attacks in the analysis. On the x-axis, we have labels that 

indicate different kinds of attacks in the CICIDS-2017 data set. 

On the other hand, we have an axis with percentage (%) that 

describes the attack distribution rate present in the dataset; from 

the above data set, we can conclude that BENIGIN has the 

highest percentage with 40.12 % compared to attacks. Whereas 

Infiltration has a rate of 0.06 %. 
 

 
 

Figure 5. Illustrates accuracy and loss values exhibited by the EFNN 

model 
 

The EFNN model's performance across 20 epochs is illustrated 

in figure 5, showcasing accuracy and loss graphs for training 

and validation. Both datasets demonstrate steady improvement, 

with validation accuracy culminating at 96.35%. This consistent 

accuracy increase indicates successful learning of meaningful 

data patterns while retaining generalization capabilities. The 

close alignment of training and validation accuracy suggests 

minimal overfitting, highlighting the robustness of the model's 

architecture. Supporting this, the loss curves for both datasets 

show a downward trend, emphasizing the model's optimization 

effectiveness. Techniques like batch normalization and dropout 

contribute to this stability, mitigating overfitting. Overall, the 

EFNN model effectively manages complex network traffic 

patterns with its high accuracy and decreasing loss, affirming 

its suitability for real-time intrusion detection. Figure 6 presents 

the confusion matrix, detailing performance across six different 

attack classes, with diagonal elements indicating correct 

classifications, while off-diagonal elements point to 

misclassifications. 
 

 
 

Figure 6. Confusion matrix showing how well the EFNN model 

performs in multi-class classification 
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Figure 7. Performance comparison with baseline models 

 

Figure 7 shows the EFNN framework's superior performance in 

real-time threat detection, achieving 96.35% accuracy, 

outperforming models like CNN (93.21%) and RNN (92.45%). 

Metrics such as precision (96.12%) and recall (96.45%) further 

demonstrate EFNN's robustness, driven by effective 

preprocessing, meaningful feature selection, and an optimized 

architecture for efficient learning and faster convergence. 

 

 
Figure 8. Comparing the intrusion detection procedure with cutting-

edge models 

 

The Enhanced Fully Connected Neural Network (EFNN) 

framework achieves 96.35% accuracy in network intrusion 

detection, outperforming state-of-the-art models. Its success is 

attributed to extensive preprocessing, including normalization 

and SMOTE for class imbalance, and feature selection via Fast 

Correlation-Based Filter (FCBF). Innovations like deep fully 

connected layers with batch normalization, dropout, and an 

enhanced Adam optimizer further improve performance by 

mitigating overfitting and ensuring quick convergence. The 

EFNN efficiently handles large datasets, addressing modern 

cybersecurity challenges. 

 

░ 5. DISCUSSION 
Real-Time Intrusion Detection and Classification in Network 

traffic can be complicated. However, the Enhanced Fully 

Connected Neural Network-Based Threat Detection (EFNN-

TD) framework has shown promising results in this area. The 

capability of attaining 96.35% accuracy exceeds the state-of-

the-art, revealing that the framework can swiftly and accurately 

identify and classify network intrusions with high precision and 

recall. The framework incorporates advanced preprocessing 

methods, feature selection based on the FCBF algorithm, and 

class imbalance handling using the SMOTE approach to ensure 

that the selected features play a significant role in the learning 

process and deficiencies arising from highly skewed datasets 

are eliminated. Adopting an enhanced, fully connected neural 

network gives a stable baseline for identifying behavioristic 

deviations and separating harmful activities from normal 

activities under different network conditions [7]. The ability to 

work in real-time makes the framework very relevant to modern 

cybersecurity systems as they must quickly detect and respond 

to threats. In addition, the fact that this study fits both the United 

Nations Sustainable Development Goal 9 emphasizes the 

importance of developing secure and resilient digital 

infrastructure as the foundation of sustainable development. 

These results distinctively highlight the adaptability of the 

framework to complex data sets, like CIC-IDS2017, allowing 

much future work on this framework for other network 

environments. The discussion underlines the need for 

innovation in cybersecurity as networks become more complex 

and the threat level becomes more sophisticated, requiring 

intelligent and adaptable systems such as the EFNN-TD. 

 

5.1 Limitations 
Although the proposed Enhanced Fully Connected Neural 

Network Based Threat Detection (EFNN-TD) framework 

outperforms in Intrusion detection, it is crucial to note that the 

domain on real-world deployment heeds the following 

drawbacks. EFNN-TD, despite optimizations like feature 

selection and the Adam optimizer, remains a computationally 

intensive deep learning model, particularly in large-scale 

network environments. Future research should explore 

lightweight architectures and model pruning for efficient real-

time applications. The CIC-IDS2017 dataset aids in training, 

but varied traffic and new attack patterns can hinder 

performance, necessitating transfer and continual learning 

techniques. EFNN-TD's black box nature complicates 

explainability for cybersecurity experts, potentially impacting 

trust in security protocols. Future studies should incorporate 

explainable AI (XAI) for clearer insights. Additionally, 

deploying EFNN-TD in large networks presents challenges in 

scalability, compatibility, and model updates, suggesting that 

federated learning and distributed systems could enhance 

adaptability in dynamic environments. 

 

░ 6.  CONCLUSION    AND   UPCOMING   

PROJECTS 
The current study presents the Enhanced Fully Connected 

Neural Network-Based Threat Detection (EFNN-TD) 

framework, a robust and innovative approach for real-time 

behavioral analysis and classification of network threats. By 

incorporating advanced data preprocessing, feature selection 

using the Fast Correlation-Based Filter (FCBF), and class 

imbalance handling through the by using Synthetic Minority 

Oversampling Technique (SMOTE), EFNN-TD successfully 
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tackles network intrusion detection issues. Its exceptional 

performance is demonstrated by experimental findings on the 

CIC-IDS2017 dataset, achieving an accuracy of 96.35% and 

surpassing state-of-the-art methods. The system achieves high 

precision and recall, ensuring minimal false alarms and 

comprehensive threat detection. This research aligns with the 

United Nations Sustainable Development Goal 9, emphasizing 

secure, reliable, and sustainable technological advancement to 

protect critical digital infrastructure. The main focus of future 

efforts will be enhancing the framework to meet more research 

goals. By examining temporal and geographical patterns in 

network traffic, methods such as combining recurrent neural 

networks (RNNs) and convolutional neural networks (CNNs) 

will be investigated to create a hybrid deep learning model that 

enhances the detection of behavioral anomalies.  We will also 

explore hybrid deep learning architectures by combining CNNs 

for spatial feature extraction and RNNs, such as LSTM, for 

modeling sequential patterns in network traffic. In addition, an 

ensemble-based approach will be used to combine the CNN, 

LSTM, and transformer models using soft-voting and stacking 

to enhance the robustness of the classification. Use of Transfer 

learning for enhanced cross-dataset generalization among 

intrusion detection datasets. There will be few models selected 

for privacy-preserving threat detection without centralized data. 

Moreover, explainable AI methods like SHAP and LIME 

should be deployed to improve model explainability for 

cybersecurity analysts deriving practical detection results from 

the system. 
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